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QUESTION 1

Examine the sections of the configuration shown in the following output: 

What action will the FortiGate take when using OCSP certificate validation? 

A. FortiGate will reject the certificate if the OCSP server replies that the certificate is unknown. 

B. FortiGate will use the OCSP server 10.0.1.150 even when the OCSP URL field in the user certificate 

contains a different OCSP server IP address. 

C. FortiGate will use the OCSP server 10.0.1.150 even when there is a different OCSP IP address in the ocsp-override-
serveroption under config user peer. 

D. FortiGate will invalidate the certificate if the OSCP server is unavailable. 

Correct Answer: D 

 

 

QUESTION 2

Refer to the exhibit. 
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A host machine connected to port2 on FortiSwitch cannot connect to the network. All ports on FortiSwitch are assigned
a security policy to enforce 802.1X port authentication. While troubleshooting the issue, the administrator runs the
debug command and obtains the output shown in the exhibit. 

Which two scenarios are the likely cause of this issue? (Choose two.) 

A. The host machine is not configured for 802.1X port authentication. 

B. The host machine does not support 802. 1X authentication. 

C. The host machine is quarantined due to a security incident. 

D. The host machine is configured with wrong VLAN ID. 

Correct Answer: AB 

Reference: https://kb.fortinet.com/kb/documentLink.do?externalID=FD46428 

 

QUESTION 3

What does DHCP snooping MAC verification do? 

A. Drops DHCP release packets on untrusted ports 

B. Drops DHCP packets with no relay agent information (option 82) on untrusted ports 

C. Drops DHCP offer packets on untrusted ports 

D. Drops DHCP packets on untrusted ports when the client hardware address does not match the source MAC address 

Correct Answer: D 

Reference: https://docs.fortinet.com/document/fortiswitch/6.4.2/administration-guide/335964/dhcpsnooping (note) 

 

QUESTION 4

Default VLANs are created on FortiGate when the FortiLink interface is created. By default, which VLAN is set as
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Allowed VLANs on all FortiSwitch ports? 

A. Sniffer VLAN 

B. Camera VLAN 

C. Quarantine VLAN 

D. Voice VLAN 

Correct Answer: A  

 

QUESTION 5

An administrator is deploying APs that are connecting over an IPsec network. All APs have been configured to connect
to FortiGate manually. FortiGate can discover the APs and authorize them. However, FortiGate is unable to establish
CAPWAP tunnels to manage the APs. 

Which configuration setting can the administrator perform to resolve the problem? 

A. Decrease the CAPWAP tunnel MTU size for APs to prevent fragmentation. 

B. Enable CAPWAP administrative access on the IPsec interface. 

C. Upgrade the FortiAP firmware image to ensure compatibility with the FortiOS version. 

D. Assign a custom AP profile for the remote APs with the set mpls-connectionoption enabled. 

Correct Answer: B 
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