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QUESTION 1

Which statement about FortiSandbox in Amazon Web Services (AWS) is true?

A. In AWS, virtual machines (VMs) that inspect files do not have to be reset after inspecting a file.
B. FortiSandbox in AWS uses Windows virtual machines (VMs) to inspect files.

C. In AWS, virtual machines (VMs) that inspect files are constantly up and running.

D. FortiSandbox in AWS can have a maximum of eight virtual machines (VMs) that inspect files.

Correct Answer: C

QUESTION 2

Which two Amazon Web Services (AWS) topologies support east-west traffic inspection within the AWS A. A single
VPC deployment with multiple subnets and a NAT gateway

B. A single VPC deployment with multiple subnets

C. A multiple VPC deployment utilizing a transit VPC topology
D. A multiple VPC deployment utilizing a transit gateway
Correct Answer: BC

Reference: https://www.fortinet.com/content/dam/fortinet/assets/white-papers/wp-aws-referencearchitecture.pdf

QUESTION 3
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The output is simplified for clarity.

config route
edit

STENTAZFGT-0302-Nic-01"
public-ip “SSTENTAZFGT-03-FloatingPIF”

end
config route-table
edit “FortigateUDR-01"
config route
edit “defaultroute”
set next-hop “172
next
edit “RouteToSST-ENT-AZ-Demo-03-vNetOl-Subnet-07"
set next-hop “172.29.32.71"
next
edit “RouteToSST-ENT-AZ-Demo-03-vNet(0l-Subnet
set next-hop “172.29.32.71”
next

SSTENTAZFGT-0302 # |}

Refer to the exhibit. Consider an active-passive HA deployment in Microsoft Azure. The exhibit shows an excerpt from
the passive FortiGate-VM node.

If the active FortiGate-VM fails, what are the results of the API calls made by the FortiGate named
SSTENTAZFGT-0302? (Choose two.)

A. SSTENTAZFGT-03-FloatingPIP is assigned to the IP configuration with the name SSTENTAZFGT0302-Nic-01,
under the network interface SSTENTAZFGT-0302-Nic-01

B. 172.29.32.71 is set as a next hop IP for all routes under FortigateUDR-01
C. The network interface of the active unit moves to itself
D. SSTENTAZFGT-03-FloatingPIP public IP is assigned to NIC SSTENTAZFGT-0302-Nic-01

Correct Answer: AB
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QUESTION 4

Which three properties are configurable Microsoft Azure network security group rule settings? (Choose three.)
A. Action

B. Sequence number

C. Source and destination IP ranges

D. Destination port ranges

E. Source port ranges

Correct Answer: ADE

Reference: https://docs.microsoft.com/en-us/azure/virtual-network/network-security-groups-overview

QUESTION 5

When an organization deploys a FortiGate-VM in a high availability (HA) (active/active) architecture in Microsoft Azure,
they need to determine the default timeout values of the load balancer probes.

In the event of failure, how long will Azure take to mark a FortiGate-VM as unhealthy, considering the default timeout
values?

A. Less than 10 seconds
B. 30 seconds
C. 20 seconds
D. 16 seconds

Correct Answer: B
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