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QUESTION 1

Which two statements about Amazon Web Services (AWS) networking are correct? (Choose two.)
A. Proxy ARP entries are disregarded.

B. 802.1q VLAN tags are allowed inside the same virtual private cloud.

C. AWS DNS reserves the first host IP address of each subnet.

D. Multicast traffic is not allowed.

Correct Answer: CD

Reference: https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/EC2/TIEC2.html

QUESTION 2

You have been tasked with deploying FortiGate VMs in a highly available topology on the Amazon Web
Services (AWS) cloud. The requirements for your deployment are as follows:

You must deploy two FortiGate VMs in a single virtual private cloud (VPC), with an external elastic load
balancer which will distribute ingress traffic from the internet to both FortiGate VMs in an active-active
topology.

Each FortiGate VM must have two elastic network interfaces: one will connect to a public subnet and other
will connect to a private subnet.

To maintain high availability, you must deploy the FortiGate VMs in two different availability zones.
How many public and private subnets will you need to configure within the VPC?

A. One public subnet and two private subnets

B. Two public subnets and one private subnet

C. Two public subnets and two private subnets

D. One public subnet and one private subnet

Correct Answer: A

QUESTION 3

You are deploying Amazon Web Services (AWS) GuardDuty to monitor malicious or unauthorized behaviors related to
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AWS resources. You will also use the Fortinet aws-lambda-guardduty script to translate feeds from AWS GuardDuty
findings into a list of malicious IP addresses. FortiGate can then consume this list as an external threat feed.

Which Amazon AWS services must you subscribe to in order to use this feature?
A. GuardDuty, CloudWatch, S3, Inspector, WAF, and Shield.

B. GuardDuty, CloudWatch, S3, and DynamoDB.

C. Inspector, Shield, GuardDuty, S3, and DynamoDB.

D. WAF, Shield, GuardDuty, S3, and DynamoDB.

Correct Answer: A

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/ed901ad2-4424

QUESTION 4
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Refer to the exhibit. The exhibit shows a topology where multiple connections from clients to the same FortiGate-VM
instance, regardless of the protocol being used, are required.

Which two statements are correct? (Choose two.)

A. The design shows an active-active FortiGate-VM architecture.

B. The Cloud Load Balancer Session Affinity setting should be changed to CLIENT _IP.
C. The design shows an active-passive FortiGate-VM architecture.

D. The Cloud Load Balancer Session Affinity setting should use the default value.

Correct Answer: AB
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QUESTION 5

Summary

BadRequest

Offer with Publisherld: fortinet_fortigate-vm_v5 cannot be purchased due to
validation errors. See details for more information.[{"Offering doesn't support
payment instrument type. Marketplace only accepts credit card for paid
purchases. In order to proceed, please switch to an Azure subscription
associated to a credit card or choose a free or BYOL Marketplace offer.":
"AzureDataMarket"}]

Basics

Subscription
Resource group
Location

FortiGate Instance Name
PAYG/BYOL License

FortiGate Password

Virtual network
Qutside Subnet

Inside Subnet

Virtual machine size

FortiGate administrative usern...

MNetwork and Instance Settings

Outside Subnet address prefix

Inside Subnet address prefix

Fortinet Engineering
NSE7RG
East US

NSE7FortiGate

5.6.3 (PAYG)

fortiadmin
S S E R R R S 8

FortigateProtectedVNet
PublicFacingSubnet
10.46.0.0/24
InsideSubnet
10.46.1.0/24

Standard F2s_v2

Refer to the exhibit. You are deploying a FortiGate-VM in Microsoft Azure using the PAYG/On-demand licensing model.
After you configure the FortiGate-VM, the validation process fails, displaying the error shown in the exhibit.

What caused the validation process to fail?
A. You selected the incorrect resource group.

B. You selected the Bring Your Own License (BYOL) licensing mode.
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C. You selected the PAYG/On-demand licensing model, but did not select correct virtual machine size.
D. You selected the PAYG/On-demand licensing model, but did not associate a valid Azure subscription.

Correct Answer: A
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