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QUESTION 1

When configuring the FortiCASB policy, which three configuration options are available? (Choose three.) 

A. Intrusion prevention policies 

B. Threat protection policies 

C. Data loss prevention policies 

D. Compliance policies 

E. Antivirus policies 

Correct Answer: BCD 

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/bf017449-572a-11e981a4-0050569
2583a/forticasb-4.1.0-admin-guide.pdf (62) 

 

QUESTION 2

An organization deploys a FortiGate-VM (VM04 / c4.xlarge) in Amazon Web Services (AWS) and configures two elastic
network interfaces (ENIs). Now, the same organization wants to add additional ENIs to support different workloads in
their environment. 

Which action can you take to accomplish this? 

A. None, you cannot create and add additional ENIs to an existing FortiGate-VM. 

B. Create the ENI, shut down FortiGate, attach the ENI to FortiGate, and then start FortiGate. 

C. Create the ENI, attach it to FortiGate, and then restart FortiGate. 

D. Create the ENI and attach it to FortiGate. 

Correct Answer: B 

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/9e3b59dc-
ba0b-11e9a989-00505692583a/FortiOS_6.2_AWS_Cookbook.pdf 

 

QUESTION 3

Which two Amazon Web Services (AWS) topologies support east-west traffic inspection within the AWS A. A single
VPC deployment with multiple subnets and a NAT gateway 

B. A single VPC deployment with multiple subnets 

C. A multiple VPC deployment utilizing a transit VPC topology 

D. A multiple VPC deployment utilizing a transit gateway 
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Correct Answer: BC 

Reference: https://www.fortinet.com/content/dam/fortinet/assets/white-papers/wp-aws-referencearchitecture.pdf 

 

QUESTION 4

Which two statements about the Amazon Cloud Services (AWS) network access control lists (ACLs) are true? (Choose
two.) 

A. Network ACLs are stateless, and inbound and outbound rules are used for traffic filtering. 

B. Network ACLs are stateful, and inbound and outbound rules are used for traffic filtering. 

C. Network ACLs must be manually applied to virtual network interfaces. 

D. Network ACLs support allow rules and deny rules. 

Correct Answer: AD 

Reference: https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html 

 

QUESTION 5

Which three properties are configurable Microsoft Azure network security group rule settings? (Choose three.) 

A. Action 

B. Sequence number 

C. Source and destination IP ranges 

D. Destination port ranges 

E. Source port ranges 

Correct Answer: ADE 

Reference: https://docs.microsoft.com/en-us/azure/virtual-network/network-security-groups-overview 
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