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QUESTION 1

Which two statements about the Amazon Cloud Services (AWS) network access control lists (ACLs) are true? (Choose
two.)

A. Network ACLs are stateless, and inbound and outbound rules are used for traffic filtering.
B. Network ACLs are stateful, and inbound and outbound rules are used for traffic filtering.
C. Network ACLs must be manually applied to virtual network interfaces.

D. Network ACLs support allow rules and deny rules.

Correct Answer: AD

Reference: https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html

QUESTION 2
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The output is simplified for clarity.

config route
edit

STENTAZFGT-0302-Nic-01"
public-ip “SSTENTAZFGT-03-FloatingPIF”

end
config route-table
edit “FortigateUDR-01"
config route
edit “defaultroute”
set next-hop “172
next
edit “RouteToSST-ENT-AZ-Demo-03-vNetOl-Subnet-07"
set next-hop “172.29.32.71"
next
edit “RouteToSST-ENT-AZ-Demo-03-vNet(0l-Subnet
set next-hop “172.29.32.71”
next

SSTENTAZFGT-0302 # |}

Refer to the exhibit. Consider an active-passive HA deployment in Microsoft Azure. The exhibit shows an excerpt from
the passive FortiGate-VM node.

If the active FortiGate-VM fails, what are the results of the API calls made by the FortiGate named
SSTENTAZFGT-0302? (Choose two.)

A. SSTENTAZFGT-03-FloatingPIP is assigned to the IP configuration with the name SSTENTAZFGT0302-Nic-01,
under the network interface SSTENTAZFGT-0302-Nic-01

B. 172.29.32.71 is set as a next hop IP for all routes under FortigateUDR-01
C. The network interface of the active unit moves to itself
D. SSTENTAZFGT-03-FloatingPIP public IP is assigned to NIC SSTENTAZFGT-0302-Nic-01

Correct Answer: AB
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QUESTION 3

&= FortiGate VM64- AZUREONDEMAND
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& System [ 1 I (] Address @@ : : —
I % Policy & Objects .| # Azurelab Dynamic (AZURE) i Azurelab
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Refer to the exhibit. Your senior administrator successfully configured a FortiGate fabric connector with the Azure
resource manager, and created a dynamic address object on the FortiGate VM to connect with a windows server in
Microsoft Azure. However, there is now an error on the dynamic address object, and you must resolve the issue.
How do you resolve this issue?

A. Run diagnose debug application azd -l on FortiGate.

B. In the Microsoft Azure portal, set the correct tag values for the windows server.

C. In the Microsoft Azure portal, access the windows server, obtain the private IP address, and assign the IP address
under the FortiGate-VM AzureLab address object.

D. Delete the address object and recreate a new address object with the type set to FQDN.

Correct Answer: C

QUESTION 4

An organization deploys a FortiGate-VM (VMO04 / c4.xlarge) in Amazon Web Services (AWS) and configures two elastic
network interfaces (ENIs). Now, the same organization wants to add additional ENIs to support different workloads in
their environment.

Which action can you take to accomplish this?

A. None, you cannot create and add additional ENIs to an existing FortiGate-VM.

B. Create the ENI, shut down FortiGate, attach the ENI to FortiGate, and then start FortiGate.

C. Create the ENI, attach it to FortiGate, and then restart FortiGate.

D. Create the ENI and attach it to FortiGate.

Correct Answer: B
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Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/9e3b59dc-
baOb-11e9a989-00505692583a/FortiOS_6.2_AWS_Cookbook.pdf

QUESTION 5

Customer XYZ has an ExpressRoute connection from Microsoft Azure to a data center. They want to secure
communication over ExpressRoute, and to install an in-line FortiGate to perform intrusion prevention system (IPS) and
antivirus scanning.

Which three methods can the customer use to ensure that all traffic from the data center is sent through A. Install
FortiGate in Azure and build a VPN tunnel to the data center over ExpressRoute

B. Configure a user-defined route table

C. Enable the redirect option in ExpressRoute to send data center traffic to a user-defined route table
D. Configure the gateway subnet as the subnet in the user-defined route table

E. Define a default route where the next hop IP is the FortiGate WAN interface

Correct Answer: CDE
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