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QUESTION 1

As an OT administrator, it is important to understand how industrial protocols work in an OT network. Which
communication method is used by the Modbus protocol?

A. It uses OSI Layer 2 and the primary device sends data based on request from secondary device.

B. It uses OSI Layer 2 and both the primary/secondary devices always send data during the communication.
C. It uses OSI Layer 2 and both the primary/secondary devices send data based on a matching token ring.
D. It uses OSI Layer 2 and the secondary device sends data based on request from primary device.

Correct Answer: D

QUESTION 2

An OT architect has deployed a Layer 2 switch in the OT network at Level 1 the Purdue model-process control. The
purpose of the Layer 2 switch is to segment traffic between PLC1 and PLC2 with two VLANS. All the traffic between
PLC1 and PLC2 must first flow through the Layer 2 switch and then through the FortiGate device in the Level 2
supervisory control network.

What statement about the traffic between PLC1 and PLC2 is true?

A. The Layer 2 switch rewrites VLAN tags before sending traffic to the FortiGate device.

B. The Layer 2 switches routes any traffic to the FortiGate device through an Ethernet link.

C. PLC1 and PLC2 traffic must flow through the Layer-2 switch trunk link to the FortiGate device.

D. In order to communicate, PLC1 must be in the same VLAN as PLC2.

Correct Answer: C

QUESTION 3

When you create a user or host profile, which three criteria can you use? (Choose three.)
A. Host or user group memberships

B. Administrative group membership

C. An existing access control policy

D. Location

E. Host or user attributes

Correct Answer: ADE
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QUESTION 4

An OT network architect must deploy a solution to protect fuel pumps in an industrial remote network. All the fuel pumps
must be closely monitored from the corporate network for any temperature fluctuations.

How can the OT network architect achieve this goal?

A. Configure a fuel server on the remote network, and deploy a FortiSIEM with a single pattern temperature security rule
on the corporate network.

B. Configure a fuel server on the corporate network, and deploy a FortiSIEM with a single pattern temperature
performance rule on the remote network.

C. Configure a fuel server on the remote network, and deploy a FortiSIEM with a single pattern temperature
performance rule on the corporate network.

D. Configure both fuel server and FortiSIEM with a single-pattern temperature performance rule on the corporate
network.

Correct Answer: B

QUESTION 5

Refer to the exhibit.

Name = Type = IP/Netmask VLAN ID =
e
@i] | port1 ™ Physical Interface  10.200.1.1/255.255.255.0
L -+ @portl-vian10 & VLAN 10.1.10.1/255.255.255.0 10
!L—-o & port1-vian1 & VLAN 10.200.5.1/255.255.2550 1

™ port10 Physical Interface 10.0.11.1/255.255.255.0

jm (Eport2 ™ Physical Interface  10.200.2.1/255.255.255.0
-+ o&port2-vian10 & VLAN 10.0.10.1/255.255.255.0 10
'+ @port2viani & VLAN 10.0.5.1/255.255.255.0 1

NSE7_OTS-6.4 PDF Dumps | NSE7_OTS-6.4 VCE Dumps | NSE7_OTS-6.4 Practice Test 3/4


https://www.passapply.com/nse7_ots-6-4.html
https://www.passapply.com/nse7_ots-6-4.html
https://www.passapply.com/nse7_ots-6-4.html

VCE & PDF https://www.passapply.com/nse7_ots-6-4.html
2024 Latest passapply NSE7_OTS-6.4 PDF and VCE dumps Download
PassApply.com

Which statement about the interfaces shown in the exhibit is true?

A. port2, port2-vlan10, and port2-vlanl are part of the software switch interface.
B. The VLAN ID of portl-vlanl can be changed to the VLAN ID 10.

C. portl-vlan10 and port2-vlan10 are part of the same broadcast domain

D. portl, portl-vian10, and portl-vlanl are in different broadcast domains

Correct Answer: D
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