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QUESTION 1

Refer to the exhibit.

Control Area
Zones 2 Area Supgrﬁ:oﬁsggti?ggiork
 cosc |
Levels Ul Physical || IR s

Based on the Purdue model, which three measures can be implemented in the control area zone using the Fortinet
Security Fabric? (Choose three.)

A. FortiGate for SD-WAN

B. FortiGate for application control and IPS

C. FortiNAC for network access control

D. FortiSIEM for security incident and event management
E. FortiEDR for endpoint detection

Correct Answer: BCD

QUESTION 2

An OT administrator configured and ran a default application risk and control report in FortiAnalyzer to learn more about
the key application crossing the network. However, the report output is empty despite the fact that some related real-
time and historical logs are visible in the FortiAnalyzer.

What are two possible reasons why the report output was empty? (Choose two.)

A. The administrator selected the wrong logs to be indexed in FortiAnalyzer.

B. The administrator selected the wrong time period for the report.

C. The administrator selected the wrong devices in the Devices section.

D. The administrator selected the wrong hcache table for the report.

Correct Answer: BD
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QUESTION 3

An OT administrator deployed many devices to secure the OT network. However, the SOC team is reporting that there
are too many alerts, and that many of the alerts are false positive. The OT administrator would like to find a solution that
eliminates repetitive tasks, improves efficiency, saves time, and saves resources.

Which products should the administrator deploy to address these issues and automate most of the manual tasks done
by the SOC team?

A. FortiSIEM and FortiManager
B. FortiSandbox and FortiSIEM
C. FortiSOAR and FortiSIEM

D. A syslog server and FortiSIEM

Correct Answer: C

QUESTION 4

Which three common breach points can be found in a typical OT environment? (Choose three.)
A. Global hat

B. Hard hat

C. VLAN exploits

D. Black hat

E. RTU exploits

Correct Answer: CDE

QUESTION 5

Refer to the exhibit, which shows a non-protected OT environment.
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5

An administrator needs to implement proper protection on the OT network.

Which three steps should an administrator take to protect the OT network? (Choose three.)
A. Deploy an edge FortiGate between the internet and an OT network as a one-arm sniffer.
B. Deploy a FortiGate device within each ICS network.

C. Configure firewall policies with web filter to protect the different ICS networks.

D. Configure firewall policies with industrial protocol sensors

E. Use segmentation

Correct Answer: ACD
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