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QUESTION 1

An OT network architect must deploy a solution to protect fuel pumps in an industrial remote network. All the fuel pumps
must be closely monitored from the corporate network for any temperature fluctuations. 

How can the OT network architect achieve this goal? 

A. Configure a fuel server on the remote network, and deploy a FortiSIEM with a single pattern temperature security rule
on the corporate network. 

B. Configure a fuel server on the corporate network, and deploy a FortiSIEM with a single pattern temperature
performance rule on the remote network. 

C. Configure a fuel server on the remote network, and deploy a FortiSIEM with a single pattern temperature
performance rule on the corporate network. 

D. Configure both fuel server and FortiSIEM with a single-pattern temperature performance rule on the corporate
network. 

Correct Answer: B 

 

QUESTION 2

When device profiling rules are enabled, which devices connected on the network are evaluated by the device profiling
rules? 

A. Known trusted devices, each time they change location 

B. All connected devices, each time they connect 

C. Rogue devices, only when they connect for the first time 

D. Rogue devices, each time they connect 

Correct Answer: C 

 

QUESTION 3

An OT administrator has configured FSSO and local firewall authentication. A user who is part of a user group is not
prompted from credentials during authentication. 

What is a possible reason? 

A. FortiGate determined the user by passive authentication 

B. The user was determined by Security Fabric 

C. Two-factor authentication is not configured with RADIUS authentication method 

D. FortiNAC determined the user by DHCP fingerprint method 
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Correct Answer: D 

 

QUESTION 4

Which three methods of communication are used by FortiNAC to gather visibility information? (Choose three.) 

A. SNMP 

B. ICMP 

C. API 

D. RADIUS 

E. TACACS 

Correct Answer: ACD 

 

QUESTION 5

Refer to the exhibit. 

An OT administrator ran a report to identify device inventory in an OT network. Based on the report results, which report
was run? 

A. A FortiSIEM CMDB report 

B. A FortiAnalyzer device report 

C. A FortiSIEM incident report 

D. A FortiSIEM analytics report 

Correct Answer: A 
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