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QUESTION 1

An OT administrator is defining an incident notification policy using FortiSIEM and would like to configure the system
with a notification policy. If an incident occurs, the administrator would like to be able to intervene and block an IP
address or disable a user in Active Directory from FortiSIEM. 

Which step must the administrator take to achieve this task? 

A. Configure a fabric connector with a notification policy on FortiSIEM to connect with FortiGate. 

B. Create a notification policy and define a script/remediation on FortiSIEM. 

C. Define a script/remediation on FortiManager and enable a notification rule on FortiSIEM. 

D. Deploy a mitigation script on Active Directory and create a notification policy on FortiSIEM. 

Correct Answer: C 

 

QUESTION 2

Which three methods of communication are used by FortiNAC to gather visibility information? (Choose three.) 

A. SNMP 

B. ICMP 

C. API 

D. RADIUS 

E. TACACS 

Correct Answer: ACD 

 

QUESTION 3

Which three common breach points can be found in a typical OT environment? (Choose three.) 

A. Global hat 

B. Hard hat 

C. VLAN exploits 

D. Black hat 

E. RTU exploits 

Correct Answer: CDE 
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QUESTION 4

An OT supervisor needs to protect their network by implementing security with an industrial signature database on the
FortiGate device. 

Which statement about the industrial signature database on FortiGate is true? 

A. A supervisor must purchase an industrial signature database and import it to the FortiGate. 

B. An administrator must create their own database using custom signatures. 

C. By default, the industrial database is enabled. 

D. A supervisor can enable it through the FortiGate CLI. 

Correct Answer: D 

 

QUESTION 5

When device profiling rules are enabled, which devices connected on the network are evaluated by the device profiling
rules? 

A. Known trusted devices, each time they change location 

B. All connected devices, each time they connect 

C. Rogue devices, only when they connect for the first time 

D. Rogue devices, each time they connect 

Correct Answer: C 
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