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QUESTION 1

What can be assigned using network access control policies? 

A. Layer 3 polling intervals 

B. FortiNAC device polling methods 

C. Logical networks 

D. Profiling rules 

Correct Answer: D 

 

QUESTION 2

Which three Fortinet products can be used for device identification in an OT industrial control system (ICS)? (Choose
three.) 

A. FortiNAC 

B. FortiManager 

C. FortiAnalyzer 

D. FortiSIEM 

E. FortiGate 

Correct Answer: ACD 

 

QUESTION 3

You are investigating a series of incidents that occurred in the OT network over past 24 hours in FortiSIEM. 

Which three FortiSIEM options can you use to investigate these incidents? (Choose three.) 

A. Security 

B. IPS 

C. List 

D. Risk 

E. Overview 

Correct Answer: CDE 
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QUESTION 4

An OT network administrator is trying to implement active authentication. 

Which two methods should the administrator use to achieve this? (Choose two.) 

A. Two-factor authentication on FortiAuthenticator 

B. Role-based authentication on FortiNAC 

C. FSSO authentication on FortiGate 

D. Local authentication on FortiGate 

Correct Answer: AB 

 

QUESTION 5

Refer to the exhibit. 
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Based on the topology designed by the OT architect, which two statements about implementing OT security are true?
(Choose two.) 

A. Firewall policies should be configured on FortiGate-3 and FortiGate-4 with industrial protocol sensors. 

B. Micro-segmentation can be achieved only by replacing FortiGate-3 and FortiGate-4 with a pair of FortiSwitch
devices. 

C. IT and OT networks are separated by segmentation. 

D. FortiGate-3 and FortiGate-4 devices must be in a transparent mode. 

Correct Answer: CD 
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