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QUESTION 1

What triggers Layer 2 polling of infrastructure devices connected in the network? 

A. A failed Layer 3 poll 

B. A matched security policy 

C. A matched profiling rule 

D. A linkup or linkdown trap 

Correct Answer: D 

 

QUESTION 2

An OT administrator is defining an incident notification policy using FortiSIEM and would like to configure the system
with a notification policy. If an incident occurs, the administrator would like to be able to intervene and block an IP
address or disable a user in Active Directory from FortiSIEM. 

Which step must the administrator take to achieve this task? 

A. Configure a fabric connector with a notification policy on FortiSIEM to connect with FortiGate. 

B. Create a notification policy and define a script/remediation on FortiSIEM. 

C. Define a script/remediation on FortiManager and enable a notification rule on FortiSIEM. 

D. Deploy a mitigation script on Active Directory and create a notification policy on FortiSIEM. 

Correct Answer: C 

 

QUESTION 3

Refer to the exhibit. 
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Based on the topology designed by the OT architect, which two statements about implementing OT security are true?
(Choose two.) 

A. Firewall policies should be configured on FortiGate-3 and FortiGate-4 with industrial protocol sensors. 

B. Micro-segmentation can be achieved only by replacing FortiGate-3 and FortiGate-4 with a pair of FortiSwitch
devices. 

C. IT and OT networks are separated by segmentation. 

D. FortiGate-3 and FortiGate-4 devices must be in a transparent mode. 

Correct Answer: CD 

 

QUESTION 4

Refer to the exhibit. 
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You are navigating through FortiSIEM in an OT network. 

How do you view information presented in the exhibit and what does the FortiGate device security status tell you? 

A. In the PCI logging dashboard and there are one or more high-severity security incidents for the FortiGate device. 

B. In the summary dashboard and there are one or more high-severity security incidents for the FortiGate device. 

C. In the widget dashboard and there are one or more high-severity incidents for the FortiGate device. 

D. In the business service dashboard and there are one or more high-severity security incidents for the FortiGate
device. 

Correct Answer: B 

 

QUESTION 5

An OT network architect must deploy a solution to protect fuel pumps in an industrial remote network. All the fuel pumps
must be closely monitored from the corporate network for any temperature fluctuations. 

How can the OT network architect achieve this goal? 

A. Configure a fuel server on the remote network, and deploy a FortiSIEM with a single pattern temperature security rule
on the corporate network. 

B. Configure a fuel server on the corporate network, and deploy a FortiSIEM with a single pattern temperature
performance rule on the remote network. 

C. Configure a fuel server on the remote network, and deploy a FortiSIEM with a single pattern temperature
performance rule on the corporate network. 

D. Configure both fuel server and FortiSIEM with a single-pattern temperature performance rule on the corporate
network. 

Correct Answer: B 
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