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QUESTION 1

Refer to the exhibit and analyze the output.

H DEV_MON NET INTF UTIL] - ve eV ity =PHL_INFO, [filename] =phPerfJob.cpp,
= Lmbar] =6646, [1ntfName L RO_ 100 MT Network
intfalias] =, [ho 1 J“KEDL, [hostIpAddr]
[recvBytes6
[recvBitsPerSec] = 6324. 428 [inTntfUtil] = 0.000632, [sentBytes6d] =

[sentBitsPerSec] =

[outIntfUtil] = 12 [recvPktsed] = 449, [sentPktsed] = 255,
PktErr] = 0O, [1nInft1-]-t rrPct] = 0.000000, [outIntfPktErr] =0,
fPktErrPct] = 0.000000, [inIntfPktDiscarded] =0, [inIntfPktDiscardedPct] =

Which statement about the output is true?

A. This is a sample of a FortiAnalyzer system interface event log.
B. This is a sample of an SNMP temperature control event log.
C. This is a sample of a PAM event type.

D. This is a sample of FortiGate interface statistics.

Correct Answer: A

QUESTION 2

Which three Fortinet products can be used for device identification in an OT industrial control system (ICS)? (Choose
three.)

A. FortiNAC
B. FortiManager
C. FortiAnalyzer
D. FortiSIEM
E. FortiGate

Correct Answer: ACD

QUESTION 3
An OT network administrator is trying to implement active authentication.

Which two methods should the administrator use to achieve this? (Choose two.)
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A. Two-factor authentication on FortiAuthenticator
B. Role-based authentication on FortiNAC

C. FSSO authentication on FortiGate

D. Local authentication on FortiGate

Correct Answer: AB

QUESTION 4

An administrator wants to use FortiSoC and SOAR features on a FortiAnalyzer device to detect and block any
unauthorized access to FortiGate devices in an OT network.

Which two statements about FortiSoC and SOAR features on FortiAnalyzer are true? (Choose two.)
A. You must set correct operator in event handler to trigger an event.

B. You can automate SOC tasks through playbooks.

C. Each playbook can include multiple triggers.

D. You cannot use Windows and Linux hosts security events with FortiSoC.

Correct Answer: BC

QUESTION 5

Refer to the exhibit.

config system interface
edit VLAN10l1l dmz
set forward-domain 101
next

edit VLAN10l internal
set forward-domain 101

Given the configurations on the FortiGate, which statement is true?
A. FortiGate is configured with forward-domains to reduce unnecessary traffic.
B. FortiGate is configured with forward-domains to forward only domain controller traffic.

C. FortiGate is configured with forward-domains to forward only company domain website traffic.
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D. FortiGate is configured with forward-domains to filter and drop non-domain controller traffic.

Correct Answer: A
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