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QUESTION 1

When does a RADIUS server send an Access-Challenge packet? 

A. The server does not have the user credentials yet. 

B. The server requires more information from the user, such as the token code for two- factor authentication. 

C. The user credentials are wrong. 

D. The user account is not found in the server. 

Correct Answer: B 

 

QUESTION 2

Which real time debug should an administrator enable to troubleshoot RADIUS authentication problems? 

A. Diagnose debug application radius -1. 

B. Diagnose debug application fnbamd -1. 

C. Diagnose authd console ?og enable. 

D. Diagnose radius console ?og enable. 

Correct Answer: B 

https://kb.fortinet.com/kb/documentLink.do?externalID=FD32838 

 

QUESTION 3

Which configuration can be used to reduce the number of BGP sessions in an IBGP network? 

A. Neighbor range 

B. Route reflector 

C. Next-hop-self 

D. Neighbor group 

Correct Answer: B 

Route reflectors help to reduce the number of IBGP sessions inside an AS. A route reflector forwards the routers
learned from one peer to the other peers. If you configure route reflectors, you dont\\' need to create a full mesh IBGP
network. All clients in a cluster only talck to route reflector to get sync routing updates. Route reflectors pass the routing
updates to other route reflectors and border routers within the AS. 
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QUESTION 4

Examine the output from the BGP real time debug shown in the exhibit, then the answer the question below: 

Which statements are true regarding the output in the exhibit? (Choose two.) 

A. BGP peers have successfully interchanged Open and Keepalive messages. 

B. Local BGP peer received a prefix for a default route. 

C. The state of the remote BGP peer is OpenConfirm. 

D. The state of the remote BGP peer will go to Connect after it confirms the received prefixes. 

Correct Answer: AB 

 

QUESTION 5

A FortiGate device has the following LDAP configuration: 

The administrator executed the `dsquery\\' command in the Windows LDAp server 10.0.1.10, and got the 
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following output: 

>dsquery user -samid administrator 

"CN=Administrator, CN=Users, DC=trainingAD, DC=training, DC=lab" 

Based on the output, what FortiGate LDAP setting is configured incorrectly? 

A. cnid. 

B. username. 

C. password. 

D. dn. 

Correct Answer: B 

https://kb.fortinet.com/kb/viewContent.do?externalId=FD37516 
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