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QUESTION 1

Examine the following partial outputs from two routing debug commands; then answer the question below.
# get router info kernel

tab=254 vf=0 scope=0type=1 proto=11 prio=0 0.0.0.0/0.0.0.0/0->0.0.0.0/0 pref=0.0.0.0
gwy=10.200.1.254 dev=2(portl)

tab=254 vf=0 scope=0type=1 proto=11 prio=10 0.0.0.0/0.0.0.0/0->0.0.0.0/0 pref=0.0.0.0
gwy=10.200.2.254 dev=3(port2)

tab=254 vf=0 scope=253type=1 proto=2 prio=0 0.0.0.0/0.0.0.0/.->10.0.1.0/24 pref=10.0.1.254
gwy=0.0.0.0 dev=4(port3)

# get router info routing-table all s*0.0.0.0/0 [10/0] via 10.200.1.254, portl [10/0] via 10.200.2.254, port2,
[10/0] dO.0.1.0/24 is directly connected, port3 d0.200.1.0/24 is directly connected, portl d0.200.2.0/24 is

directly connected, port2 Which outbound interface or interfaces will be used by this FortiGate to route web traffic from
internal users to the Internet?

A. port!

B. port2.

C. Both portl and port2.
D. port3.

Correct Answer: B

QUESTION 2

Which two statements about bulk configuration changes made using FortiManager CLI scripts are correct? (Choose
two.)

A. When run on the Device Database, you must use the installation wizard to apply the changes to the managed
FortiGate device.

B. When run on the Remote FortiGate directly, administrators do not have the option to review the changes prior to
installation.

C. When run on the All FortiGate in ADOM, changes are automatically installed without the creation of a new revision
history.

D. When run on the Policy Package, ADOM database, changes are applied directly to the managed FortiGate device.

Correct Answer:. AB
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Reference: https://docs.fortinet.com/document/fortimanager/6.2.1/administration- guide/71780/cli-scripts

QUESTION 3

Which statement is true regarding File description (FD) conserve mode?

A. IPS inspection is affected when FortiGate enters FD conserve mode.

B. A FortiGate enters FD conserve mode when the amount of available description is less than 5%.
C. FD conserve mode affects all daemons running on the device.

D. Restarting the WAD process is required to leave FD conserve mode.

Correct Answer: B

QUESTION 4
Refer to the exhibit, which contains partial output from an IKE real-time debug.

1:1249%: notify msg ¢
shortcut—query 125 010
€ nat 0 v
route

shortcut-repl 59 18 Sbf040£f5£7408c0 100.64.5.1
4 pa} 64 ppk 0 i
19F 33.10.1-2. >
forward sho =) 945 € | 2/89bf040£5f7408c

Based on the debug output, which phase 1 setting is enabled in the configuration of this VPN?

A. auto-discovery-shortcut

B. auto-discovery-forwarder

C. auto-discovery-sender

D. auto-discovery-receiver

Correct Answer: D

Reference: https://docs.fortinet.com/document/fortigate/6.0.0/handbook/320160/example- advpnconfiguration

First the Spoke receives SHORTCUT_OFFER, it respondes with sending shortcut-query. AT the end it receives
SHORTCUT_REPLY and creates new dynamic tunnel (H2S_0_0).
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QUESTION 5

Which two configuration settings change the behavior for content-inspected traffic while FortiGate is in conserve mode?
(Choose two.)

A. IPS failopen
B. mem failopen
C. AV failopen
D. UTM failopen

Correct Answer: AC
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