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QUESTION 1

View the exhibit, which contains a session entry, and then answer the question below. 

Which statement is correct regarding this session? 

A. It is an ICMP session from 10.1.10.10 to 10.200.1.1. 

B. It is an ICMP session from 10.1.10.10 to 10.200.5.1. 

C. It is a TCP session in ESTABLISHED state from 10.1.10.10 to 10.200.5.1. 

D. It is a TCP session in CLOSE_WAIT state from 10.1.10.10 to 10.200.1.1. 

Correct Answer: B 

 

QUESTION 2

An administrator added the following Ipsec VPN to a FortiGate configuration: configvpn ipsec phasel -interface edit
"RemoteSite" set type dynamic set interface "portl" set mode main set psksecret ENC LCVkCiK2E2PhVUzZe next end
config vpn ipsec phase2-interface edit "RemoteSite" set phasel name "RemoteSite" set proposal 3des-sha256 next end
However, the phase 1 negotiation is failing. The administrator executed the IKF real time debug while 

attempting the Ipsec connection. The output is shown in the exhibit. 
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What is causing the IPsec problem in the phase 1 ? 

A. The incoming IPsec connection is matching the wrong VPN configuration 

B. The phrase-1 mode must be changed to aggressive 

C. The pre-shared key is wrong 

D. NAT-T settings do not match 

Correct Answer: C 

 

QUESTION 3

View the exhibit, which contains the output of a web diagnose command, and then answer the question below. 
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Which one of the following statements explains why the cache statistics are all zeros? 

A. The administrator has reallocated the cache memory to a separate process. 

B. There are no users making web requests. 

C. The FortiGuard web filter cache is disabled in the FortiGate\\'s configuration. 

D. FortiGate is using a flow-based web filter and the cache applies only to proxy-based inspection. 

Correct Answer: C 

 

QUESTION 4
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When using the SSL certificate inspection method to inspect HTTPS traffic, how does FortiGate filter web requests
when the client browser does not provide the server name indication (SNI) extension? 

A. FortiGate uses the requested URL from the user\\'s web browser. 

B. FortiGate uses the CN information from the Subject field in the server certificate. 

C. FortiGate blocks the request without any further inspection. 

D. FortiGate switches to the full SSL inspection method to decrypt the data. 

Correct Answer: B 

 

QUESTION 5

View the IPS exit log, and then answer the question below. 

# diagnose test application ipsmonitor 3 ipsengine exit log" 

pid = 93 (cfg), duration = 5605322 (s) at Wed Apr 19 09:57:26 2017 code = 11, reason: manual What is the status of
IPS on this FortiGate? 

A. IPS engine memory consumption has exceeded the model-specific predefined value. 

B. IPS daemon experienced a crash. 

C. There are communication problems between the IPS engine and the management database. 

D. All IPS-related features have been disabled in FortiGate\\'s configuration. 

Correct Answer: D 

The command diagnose test application ipsmonitor includes many options that are useful for troubleshooting
purposes.Option 3 displays the log entries generated every time an IPS engine process stopped. There are various
reasons why these logs are generated:Manual: Because of the configuration, IPS no longer needs to run (that is, all IPS-
releated features have been disabled) 
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