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QUESTION 1

Which two statements about FortiManager is true when it is deployed as a local FDS? (Choose two.)
A. It caches available firmware updates for unmanaged devices.

B. It can be configured as an update server, or a rating server, but not both.

C. It supports rating requests from both managed and unmanaged devices.

D. It provides VM license validation services.

Correct Answer: CD

QUESTION 2

View the exhibit, which contains the output of diagnose sys session stat, and then answer the question below.
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NGFW-1 # diagnose sys session stat
misc info: session count=591 setup rate=0 exp count=0
clash=162 memory tension drop=0 ephemeral=0/65536
removeable=0
delete=0, flush-0, dev down=0/0
TCP sessions:
166 in NONE state
1 in ESTABLISHED state
3 in SYN SENT state
2 in TIME WAIT state
firewall error stat:
error1=00000000
error2=00000000
exrror3=00000000
error4=00000000
tt=00000000
cont=00000000
ids recv=00000000
url recv=00000000
av_recv=00000000
fgdn count=00000006
global: ses limit=0 ses6 limit=0 rt limit=0 rt6 limit=0

Which statements are correct regarding the output shown? (Choose two.)

A. There are 0 ephemeral sessions.

B. All the sessions in the session table are TCP sessions.

C. No sessions have been deleted because of memory pages exhaustion.

D. There are 166 TCP sessions waiting to complete the three-way handshake.
Correct Answer: AC

https://kb.fortinet.com/kb/documentLink.do?externallD=FD40578

QUESTION 3

A FortiGate device has the following LDAP configuration: The LDAP user student cannot authenticate. The exhibit
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shows the output of the authentication real time debug while testing the student account:

config user ldap
edit “WindowsLDAP”
set server “10.0.1.10"
set cnid “cn”
set dn “cn=user, dc=trainingAD, dc=training, dc=lab”
set type regular
set username “cn=administrator, cn=users, dc=trainingaD,
de=training, dc=lab”
set password XxXXxx
next
end

#diagnose debug application fnbamd -1

#diagnose debug enzble

#diagnose test authserver ldap WindowsLDAP student password
fnbamd_fsm.c[1819] handle_req-Recvd auth req 4 for student in WindowsLDAP
opt=27 prot=0

fnbamd_fsm.c[336] compose _group_list_from_req_Group ‘“WincowsLDAP’
fnbamd _pop3.¢[573] fnband pop3_start-student

fnbamd_cfg.c[932] fnbamd _cfg-get ldap_:ist_by_server-Loading LDAP server
“WindowsLDAP*

fnbamd_ldap.c[992] resolve_ldap_FQDN-Resolved address 10.0.1.10, result 10.0.1.10
fnbamd_fsm.c[428] create  auth_session-Total 1 server (s) to try
fnbamd_ldap.c[1700] fnbamd_ldap_get_result-Error in ldap result: 49

(Invalid credentials)

fnbamd_ldap.c[2028] fnbamd _ldap get result-Auth denied

fnbamd_auth.c[2188] fnbamd_auth_poll_ldap-Result for Idap svr 10.0.1.10 1s denied

fnbamd_comm.c[169] fnbamd_comm_send_result-Sending result 1 for req 4
tnbard_fsm.c[568] destroy_auth_session-delete session 4
authenticate ‘student’ against “WindowsLDAP" failed!

Based on the above output, what FortiGate LDAP settings must the administer check? (Choose two.)
A. cnid.

B. username.

C. password.

D. dn.
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Correct Answer: BC

https://kb.fortinet.com/kb/viewContent.do?externalld=13141

QUESTION 4

Which configuration can be used to reduce the number of BGP sessions in an IBGP network?

A. Neighbor range

B. Route reflector

C. Next-hop-self

D. Neighbor group

Correct Answer: B

Route reflectors help to reduce the number of IBGP sessions inside an AS. A route reflector forwards the routers
learned from one peer to the other peers. If you configure route reflectors, you dont\\' need to create a full mesh IBGP

network. All clients in a cluster only talck to route reflector to get sync routing updates. Route reflectors pass the routing
updates to other route reflectors and border routers within the AS.

QUESTION 5

View the exhibit, which contains the output of get sys ha status, and then answer the question below.
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NGFW # get sys ha status
HA Health Status: ok
Model: FortiGateOVM64
Mode: HAA-P
Group: 0
Debug: 0
Cluster Uptime: 0 days 01:07:35
Master selected using:
<2017/04/24 09:43:44> FGVMO010000077649 is selected as the master because it has the largest value of override pr
<2017/04/24 08:50:53> FGVMO010000077 is selected as the master because it's the only member in the cluster.
ses_pickup: disable
override: enable
Configuration Status:
FGVMO010000077649(updated 1 seconds ago): in-sync
FGVMO010000077650(updated 0 seconds ago): out-of-sync
System Usage stats:
FGVMO010000077649(updated 1 seconds ago):
sessions=30, average-cpu-user/nice/system/idle=0%/0%/0%/100%, memory-60%
FGVMO010000077650(updated 0 seconds ago):
sessions=2, average-cpu-user/nice/system/idle=0%/0%/0%/100%, memory-61%
HBDEYV stats:
FGVMO010000077649(updated 1 seconds ago):
port?7: physical/10000full, up, rx-bytes/packets/dropped/errors=7358367/17029/25/0, tx=7721830/17182/0/0
FGVYM010000077650(updated 0 seconds ago):
port?7: physical/10000full, up, rx-bytes/packets/dropped/errors=7793722/17190/0/0, tx=8940374/20806/0/0
Master: NGFW/ , FGVM010000077649
Slave : NGFW-2 , FGVMO010000077650
number of vcluster: 1
vcluster 1: work 169.254.0.2
Master:0 FGVM0100000077649
Slave :1 FGYM0100000077650

Which statements are correct regarding the output? (Choose two.)
A. The slave configuration is not synchronized with the master.

B. The HA management IP is 169.254.0.2.

C. Master is selected because it is the only device in the cluster.
D. port 7 is used the HA heartbeat on all devices in the cluster.

Correct Answer: AD
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