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QUESTION 1
An administrator has configured two FortiGate devices for an HA cluster. While testing the HA failover, the administrator
noticed that some of the switches in the network continue to send traffic to the former primary unit. The administrator

decides to enable the setting link- failed-signal to fix the problem. Which statement is correct regarding this command?

A. Forces the former primary device to shut down all its non-heartbeat interfaces for one second while the failover
occurs.

B. Sends an ARP packet to all connected devices, indicating that the HA virtual MAC address is reachable through a
new master after a failover.

C. Sends a link failed signal to all connected devices.
D. Disables all the non-heartbeat interfaces in all the HA members for two seconds after a failover.

Correct Answer: A

QUESTION 2

View the global IPS configuration, and then answer the question below.

config ips global
set fail-open disable
set intelligent-mode disable
set engine—-count O
set algorithm engine-pick
end

Which of the following statements is true regarding this configuration?

A. IPS will scan every byte in every session.

B. FortiGate will spawn IPS engine instances based on the system load.

C. New packets will be passed through without inspection if the IPS socket buffer runs out of memory.

D. IPS will use the faster matching algorithm which is only available for units with more than 4 GB memory.

Correct Answer: A
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QUESTION 3

An administrator has configured two FortiGate devices for an HA cluster. While testing HA failover, the administrator
notices that some of the switches in the network continue to send traffic to the former primary device. The administrator
decides to enable the setting link- failed-signal to fix the problem.

Which statement about this setting is true?

A. It sends an ARP packet to all connected devices, indicating that the HA virtual MAC address is reachable through a
new master after a failover.

B. It sends a link failed signal to all connected devices.
C. lt disabled all the non-heartbeat interfaces in all HA members for two seconds after a failover.

D. It forces the former primary device to shut down all its non-heartbeat interfaces for one second, while the failover
occurs.

Correct Answer: D

Reference: https://kb.fortinet.com/kb/viewContent.do?externalld=FD40860andsliceld=1

QUESTION 4

Refer to the exhibit, which contains partial outputs from two routing debug commands.

router info routing-
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Why is the port2 default route not in the second command\\'s output?
A. It has a higher priority value than the default route using port1.

B. It is disabled in the FortiGate configuration.

C. It has a lower priority value than the default route using port1.

D. It has a higher distance than the default route using portl.

Correct Answer: D
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QUESTION 5

Refer to the exhibit, which shows a FortiGate configuration.

cunﬁg system fortiguard

protocol udp

F]CII'T nnnn

et load-balance-servers 1
auto-join-forticloud enable
et update- 5ewer-lzjc:xt|ar| any
sandbox-region

sef fortiguard-anycast disable

setl antispam-force-off disable
set antispam-cache enable

set antispam-cache-itl 1800

set antispam-cache-mpercent 2
set antispam-timeout 7

set webfilter-force-off enable
set webfilter-cache enable

set webfilter-cache-ttl 3600

set webfilter-timeout 15

sef sdns-server-ip “208.91.112.220"
set sdns-serverport 53

unset sdns-opfi ons

set source-ip 0

sef source-ip6

set proxy-server-ip 0.0.0.0

set proxy-server-port 0

set proxy-username

set ddns-server-ip 0.0.0.0

set ddns-server-port 443
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An administrator is troubleshooting a web filter issue on FortiGate. The administrator has configured a web filter profile
and applied it to a policy; however, the web filter is not inspecting any traffic that is passing through the policy.

What must the administrator change to fix the issue?
A. The administrator must increase webfilter-timeout.
B. The administrator must disable webfilter-force-off.
C. The administrator must change protocol to TCP.

D. The administrator must enable fortiguard-anycast.

Correct Answer: D
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Reference: https://docs.fortinet.com/document/fortigate/6.4.5/cli-reference/109620/config- systemfortiguard
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