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QUESTION 1

Examine the partial output from the IKE real time debug shown in the exhibit; then answer the question 

below. 

Why didn\\'t the tunnel come up? 

A. IKE mode configuration is not enabled in the remote IPsec gateway. 

B. The remote gateway\\'s Phase-2 configuration does not match the local gateway\\'s phase- 2 configuration. 

C. The remote gateway\\'s Phase-1 configuration does not match the local gateway\\'s phase- 1 configuration. 

D. One IPsec gateway is using main mode, while the other IPsec gateway is using aggressive mode. 

Correct Answer: C 

 

QUESTION 2

Refer to the exhibit, which shows a FortiGate configuration. 
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An administrator is troubleshooting a web filter issue on FortiGate. The administrator has configured a web filter profile
and applied it to a policy; however, the web filter is not inspecting any traffic that is passing through the policy. 

What must the administrator change to fix the issue? 

A. The administrator must increase webfilter-timeout. 

B. The administrator must disable webfilter-force-off. 

C. The administrator must change protocol to TCP. 

D. The administrator must enable fortiguard-anycast. 

Correct Answer: D 

Reference: https://docs.fortinet.com/document/fortigate/6.4.5/cli-reference/109620/config- systemfortiguard 
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QUESTION 3

A corporate network allows Internet Access to FSSO users only. The FSSO user student does not have Internet access
after successfully logged into the Windows AD network. The output of the `diagnose debug authd fsso list\\' command
does not show student as an active FSSO user. Other FSSO users can access the Internet without problems. What
should the administrator check? (Choose two.) 

A. The user student must not be listed in the CA\\'s ignore user list. 

B. The user student must belong to one or more of the monitored user groups. 

C. The student workstation\\'s IP subnet must be listed in the CA\\'s trusted list. 

D. At least one of the student\\'s user groups must be allowed by a FortiGate firewall policy. 

Correct Answer: AD 

https://kb.fortinet.com/kb/documentLink.do?externalID=FD38828 

 

QUESTION 4

An administrator cannot connect to the GIU of a FortiGate unit with the IP address 10.0.1.254. The administrator runs
the debug flow while attempting the connection using HTTP. The output of the debug flow is shown in the exhibit: 

Based on the error displayed by the debug flow, which are valid reasons for this problem? (Choose two.) 

A. HTTP administrative access is disabled in the FortiGate interface with the IP address 10.0.1.254. 

B. Redirection of HTTP to HTTPS administrative access is disabled. 

C. HTTP administrative access is configured with a port number different than 80. 

D. The packet is denied because of reverse path forwarding check. 

Correct Answer: AC 

 

QUESTION 5

View the exhibit, which contains the partial output of an IKE real-time debug, and then answer the question below. 
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Which statements about this debug output are correct? (Choose two.) 

A. The remote gateway IP address is 10.0.0.1. 

B. It shows a phase 1 negotiation. 

C. The negotiation is using AES128 encryption with CBC hash. 

D. The initiator has provided remote as its IPsec peer ID. 

Correct Answer: BD 
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