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QUESTION 1

Examine the output of the \\'diagnose debug rating\\' command shown in the exhibit; then answer the question below.
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Which statement are true regarding the output in the exhibit? (Choose two.)

A. There are three FortiGuard servers that are not responding to the queries sent by the FortiGate.

B. The TZ value represents the delta between each FortiGuard server\\'s time zone and the FortiGate\\'s time zone.
C. FortiGate will send the FortiGuard queries to the server with highest weight.

D. A server\\'s round trip delay (RTT) is not used to calculate its weight.

Correct Answer: BC

QUESTION 2

Examine the following partial output from a sniffer command; then answer the question below.

¥ diagnose sniff packet any ‘icmp’ 4
intarfaces= [any]
filters = [icmpl]

2.101198 wan2 in 192.168.1.110-> 4.2.2.2: 1cmp: echo reguest
2.101400 wanl out 172.17.87.16—> 4.2.2.2: icmp: echo reguest
2,123500 wan eut 4.2.2.2-> 1%92.168.1.110: 1cmp: echo reply
244 packets received by filter
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What is the meaning of the packets dropped counter at the end of the sniffer?

A. Number of packets that didn\\'t match the sniffer filter.

B. Number of total packets dropped by the FortiGate.

C. Number of packets that matched the sniffer filter and were dropped by the FortiGate.

D. Number of packets that matched the sniffer filter but could not be captured by the sniffer.
Correct Answer: D

https://kb.fortinet.com/kb/documentLink.do?externallD=11655

QUESTION 3

View the exhibit, which contains the output of a real-time debug, and then answer the question below.

# diagnose debug application urlfilter -1
# diagnose debug enable

msg="received a request /tmp/.ipsengine 498 0 O.url.socket, addr len=37:
d=www.fortinet.ccm:80

id=83, vfname='rcot’, vfid=0, prefile='default’, type=0, client=10.0.1.10,
url source=1, url="/"

msg="Found it in cache. URL cat=52" IP cat=52user="N/A"” src=10.0.1.10
sport=60348 dst=€6.171.121.44 dport=80 service="http” hostname="
www.fortinet.com” url="/" matchType=prefix

action=10(ftgd-block) wf-act=3(BLOCK) user="N/A" src=10.0.1.10 sport=60348
dst=66.171.127.44

dport=80 service="http” cat=52 cat desc="Information Technology”
hostname="fortinet.com”

urli="/"

Which of the following statements is true regarding this output? (Choose two.)
A. This web request was inspected using the root web filter profile.

B. FortiGate found the requested URL in its local cache.

C. The requested URL belongs to category ID 52.

D. The web request was allowed by FortiGate.

Correct Answer: BC

QUESTION 4

Examine the following routing table and BGP configuration; then answer the question below.
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#get router info routing-table all

*0.0.0.0/0 [10/0] via 10.200.1 254, port1
C10.200.1.0/24 is directy connected, port1
©192.768.0.0/16 [10/0] via 10.200.1.254, port1
# show router bgp

config router bagp

set as 55500

set router-id 10.200.1 1

set network import check enable

set ebgp-miltipath disable

config neighbor

edit "10.200.3.1"

set remote-as 65501

next

end

config network

edit1

TheBGP connection is up, but the local peer is NOT advertising the prefix 192.168.1.0/24. Which configuration change
will make the local peer advertise this prefix?

A. Enable the redistribution of connected routers into BGP.
B. Enable the redistribution of static routers into BGP.

C. Disable the setting network-import-check.

D. Enable the setting ebgp-multipath.

Correct Answer: C

QUESTION 5

Examine the partial output from the IKE real time debug shown in the exhibit; then answer the question
below.

Why didn\\'t the tunnel come up?

A. IKE mode configuration is not enabled in the remote IPsec gateway.

B. The remote gateway\\'s Phase-2 configuration does not match the local gateway\\'s phase-2 configuration.
C. The remote gateway\\'s Phase-1 configuration does not match the local gateway\\'s phase-1 configuration.
D. One IPsec gateway is using main mode, while the other IPsec gateway is using aggressive mode.

Correct Answer: C
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