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QUESTION 1

Which configuration can be used to reduce the number of BGP sessions in an IBGP network?

A. Neighbor range

B. Route reflector

C. Next-hop-self

D. Neighbor group

Correct Answer: B

Route reflectors help to reduce the number of IBGP sessions inside an AS. A route reflector forwards the routers
learned from one peer to the other peers. If you configure route reflectors, you dont\\' need to create a full mesh IBGP

network. All clients in a cluster only talck to route reflector to get sync routing updates. Route reflectors pass the routing
updates to other route reflectors and border routers within the AS.

QUESTION 2

Examine the output of the “diagnose ips anomaly list\\' command shown in the exhibit; then answer the question below.
# diagnose ips anomaly list

list nids meter;

id=ip_dst_session ip=192,168.1.10 dos_id=2 exp=3646 pps=0 freq=0
id=udp_dst_session ip=192.168.1.10 dos_id=2 exp=3646 pps=0 freq=0
id=udp_scan 1p=192.168.1.110 dos_id=1 exp=649 pps=0 freq=0
1d=udp_flood 1p=192.168.1.110 dos_1d=2 exp=653 pps=0 freq=0
id=tcp_src_session  1p=192.168.1.110 dos_id=1 exp=5175 pps=0 freq=8
id=tcp_port_scan ip=192.168.1.110 dos_id=1 exp=175 pps=0 freq=0
id=ip_src_session ip=192.168.1.110 dos_id=1 exp=5649 pps=0 freq=30
id=udp_src_session  1p=192.168.1.110 dos id=1 exp=5649 pps=0 freq=22

Which IP addresses are included in the output of this command?

A. Those whose traffic matches a DoS policy.

B. Those whose traffic matches an IPS sensor.

C. Those whose traffic exceeded a threshold of a matching DoS policy.

D. Those whose traffic was detected as an anomaly by an IPS sensor.
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Correct Answer: A

QUESTION 3

View these partial outputs from two routing debug commands:

# get router info kernel

tab=254 vf=0 scope=0 type=1 proto=11 prie=0 0.0.0.0/0.0.0.0/0->0.0.0.0/0 pref=0.0.0.0 gwy=10.200.1.254
dev=2 (portl)

tab=254 vf=0 scope=0 type=1 proto=11 prio=0 0.0.0.0/0.0.0.0/0->0.0.0.0/0 pref=0.0.0.0 gwy=10.200.2.254
dev=3 (port2)

tab=254 vf=0 scope=253 type=1 proto=2 pric=0 0.0.0.2/0.0.0.0/0->10.0.1.0/24 pref=10.0.1.254 gwy=0.0.0.0
dev=4 (port3)

# get router info routing-table all

g% 0. 0:0.0/0 [LO/0F »ia 10.200.1.254, portl
[10/0] wia 10.200.2.254, port2, [10/0]
ol 10.0.1.0/24 is directly connected, port3
e 10.200.1.0/24 is directly connected, portl
2 10.200.2.0/24 is directly connected, port2

Which outbound interface will FortiGate use to route web traffic from internal users to the Internet?
A. Both portl and port2

B. port3

C. portl

D. port2

Correct Answer: C

QUESTION 4

View the exhibit, which contains a partial web filter profile configuration, and then answer the question
below.

Which action will FortiGate take if a user attempts to access www.dropbox.com, which is categorized as
File Sharing and Storage?

A. FortiGate will exempt the connection based on the Web Content Filter configuration.

B. FortiGate will block the connection based on the URL Filter configuration.

C. FortiGate will allow the connection based on the FortiGuard category based filter configuration.

D. FortiGate will block the connection as an invalid URL.

Correct Answer: B
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QUESTION 5

A FortiGate device has the following LDAP configuration:

corfig user ldap
edit “WindowsLDAP”
et servsy -*10.0.1.30"
set cnid “en”
set dn “ecn=Users, dc=trainingAD, dc=training, dc=lab”
set type regular
set username “dc=trainingAD, dc=training, dc=lab”
set password XXHXXXEX
next
enc

The administrator executed the “dsquery\\' command in the Windows LDAp server 10.0.1.10, and got the following
output: >dsquery user -samid administrator "CN=Administrator, CN=Users, DC=trainingAD, DC=training, DC=lab"
Based on the output, what FortiGate LDAP setting is configured incorrectly?

A. cnid.

B. username.

C. password.

D. dn.

Correct Answer: B
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