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QUESTION 1

View the exhibit, which contains the partial output of an IKE real time debug, and then answer the question below. The
administrator does not have access to the remote gateway. Based on the debug output, what configuration changes can
the administrator make to the local gateway to resolve the phase 1 negotiation error? 

A. Change phase 1 encryption to AESCBC and authentication to SHA128. 

B. Change phase 1 encryption to 3DES and authentication to CBC. 

C. Change phase 1 encryption to AES128 and authentication to SHA512. 

D. Change phase 1 encryption to 3DES and authentication to SHA256. 

Correct Answer: B 

 

QUESTION 2

Which of the following conditions must be met for a static route to be active in the routing table? (Choose three.) 

A. The next-hop IP address is up. 

B. There is no other route, to the same destination, with a higher distance. 

C. The link health monitor (if configured) is up. 

D. The next-hop IP address belongs to one of the outgoing interface subnets. 

E. The outgoing interface is up. 

Correct Answer: CDE 

A configured static route only goes to routing table from routing database when all the following are met : The outgoing
interface is up There is no other matching route with a lower distance The link health monitor (if configured) is
successful The next-hop IP address belongs to one of the outgoing interface subnets 

 

QUESTION 3

Examine the output from the BGP real time debug shown in the exhibit, then the answer the question below: Which
statements are true regarding the output in the exhibit? (Choose two.) 
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A. BGP peers have successfully interchanged Open and Keepalive messages. 

B. Local BGP peer received a prefix for a default route. 

C. The state of the remote BGP peer is OpenConfirm. 

D. The state of the remote BGP peer will go to Connect after it confirms the received prefixes. 

Correct Answer: AB 

 

QUESTION 4

Examine the following partial output from a sniffer command; then answer the question below. 

What is the meaning of the packets dropped counter at the end of the sniffer? 

A. Number of packets that didn\\'t match the sniffer filter. 

B. Number of total packets dropped by the FortiGate. 

C. Number of packets that matched the sniffer filter and were dropped by the FortiGate. 
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D. Number of packets that matched the sniffer filter but could not be captured by the sniffer. 

Correct Answer: D 

https://kb.fortinet.com/kb/documentLink.do?externalID=11655 

 

QUESTION 5

View the exhibit, which contains the output of a diagnose command, and then answer the question below. 

What statements are correct regarding the output? (Choose two.) 

A. This is an expected session created by a session helper. 

B. Traffic in the original direction (coming from the IP address 10.171.122.38) will be routed to the next-hop IP address
10.0.1.10. 

C. Traffic in the original direction (coming from the IP address 10.171.122.38) will be routed to the next-hop IP address
10.200.1.1. 

D. This is an expected session created by an application control profile. 

Correct Answer: AC 
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