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QUESTION 1

In which two states is a given session categorized as ephemeral? (Choose two.)
A. A TCP session waiting to complete the three-way handshake.

B. A TCP session waiting for FIN ACK.

C. A UDP session with packets sent and received.

D. A UDP session with only one packet received.

Correct Answer: BC

QUESTION 2

Which of the following conditions must be met for a static route to be active in the routing table? (Choose three.)

A. The next-hop IP address is up.

B. There is no other route, to the same destination, with a higher distance.

C. The link health monitor (if configured) is up.

D. The next-hop IP address belongs to one of the outgoing interface subnets.

E. The outgoing interface is up.

Correct Answer: CDE

A configured static route only goes to routing table from routing database when all the following are met : The outgoing

interface is up There is no other matching route with a lower distance The link health monitor (if configured) is
successful The next-hop IP address belongs to one of the outgoing interface subnets

QUESTION 3

Four FortiGate devices configured for OSPF connected to the same broadcast domain. The first unit is elected as the
designated router The second unit is elected as the backup designated router Under normal operation, how many OSPF
full adjacencies are formed to each of the other two units?

Al

B.2

C.3

D. 4

Correct Answer: B
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QUESTION 4

View the exhibit, which contains a partial output of an IKE real-time debug, and then answer the question below.

ike 0:H2S 0 1:shortcut 10.200.5.1.:0 10.1.2.254->10.1.1.254

ike 0:H2S 0 1:15: sent IKE msg (SHORTCUT-OFFER): 10.200.1.1:500->10.200.5.1:500,
len=164, id=4134df8580d5cdd/ce54851612c7432f:a21f14f¢

ike 0: comes 10.200.5.1:500->10.200.1.1:500,ifindex=3....

ike 0: IKEv1 exchange=Informational id=4134df8580d5bcdd/ce54851612¢7432f.6266ee8¢
len=196

ike 0:H2S 0 1:15: notify msg received: SHORTCUR-QUERY
ike 0:H2S 0 1: recv shortcut-query 16462343159772385317

ike 0:H2S 0 0:16: senr IKE msg (SHORTCUT-QUERY): 10.200.1.1:500->10.200.3.1:500,
len=196, 1d=7c6bbcca6700a935/dba061eaf5 1b891f7:b326d2a

ike 0: comes 10.200.3.1:500->10.200.1.1:500.ifindex=3....

ike 0: IKEv1 exchange=Informational id=7c6b6cca6700a935/dba061eaf51b89f7:1¢1dbf39
len=188

ike 0:H2S 0 _0:16: notify msg received: SHORTCUT-REPLY

ike 0:H2S 0 0: recv shortcut-reply 16462343159772385317
97a7565a441¢2aa/667d3e2e3442211e 10.200.3.1 to 10.1.2.254 psk 64

ike 0:H2S 0 0: shortcut-reply route to 10.1.2.254 viaH2S 0 129

ike 0:H2S: forward shortcut-reply 16462343159772385317
97a7565a441e2aa/667d3e2e3442211e 10.200.3.1 to 10.1.2.254 psk 64 ttl 31
ike 0:H2S 0 1:15:enc

ike 0:H2S 0 1:15: sent IKE msg (SHORTCUT-REPLY): 10.200.1.1:500->10.200.5.1:500,
len=188, 1d=4134df8580d5bcdd/ce54851612c7432f:70ed6d2c

Based on the debug output, which phase-1 setting is enabled in the configuration of this VPN?
A. auto-discovery-sender

B. auto-discovery-forwarder

C. auto-discovery-shortcut

D. auto-discovery-receiver

Correct Answer: B
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QUESTION 5

When using the SSL certificate inspection method to inspect HTTPS traffic, how does FortiGate filter web requests
when the client browser does not provide the server name indication (SNI) extension?

A. FortiGate uses the requested URL from the user\\'s web browser.

B. FortiGate uses the CN information from the Subject field in the server certificate.
C. FortiGate blocks the request without any further inspection.

D. FortiGate switches to the full SSL inspection method to decrypt the data.

Correct Answer: B
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