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QUESTION 1

What configuration settings change the behavior for content-inspected traffic while FortiGate is in conserve mode?
(Choose two.)

A. mem-failopen
B. ips-failopen
C. utm-failopen
D. av-failopen

Correct Answer: BD

QUESTION 2

View these partial outputs from two routing debug commands:

§ get router info kernel

tab=254 vf=0 scope=0 type=1 proto=1l prio=0 0.0.0.0/0.0.0.0/0->0.0.0.0/0 pref=0.0.0.0 gwy=10.200.1.254
dev=2 (portl)

tab=254 vf=0 scope=0 type=1 proto=11 prio=10 0.0.0.0/0.0.0.0/0->0.0.0.0/0 pref=0.0.0.0 gwy=10.200.2.254
dev=3 (port2)

tab=254 vf=0 scope=253 type=1 proto=2 prio=0 0.0.0.0/0.0.0.0/0->10.0.1.0/24 pref=10.0.1.254 gwy=0.0.0.0
dev=4 (port3)

# get router info routing-table all

S* 0.0.0.0/0 [10/0) via 10.200.1.254, portl
[10/0] via 10.200.2.254, port2, [10/0]
c 10.0.1.0/24 is directly connected, port3
c 10.200.1.0/24 is directly connected, portl
c 10.200.2.0/24 is directly connected, port2

Which outbound interface will FortiGate use to route web traffic from internal users to the Internet?
A. Both portl and port2

B. port3

C. port2

D. portl

Correct Answer: A

QUESTION 3

When using the SSL certificate inspection method to inspect HTTPS traffic, how does FortiGate filler web requests
when the client browser does not provide the server name indication (SNI) extension ?

A. FortiGate switches to the full SSL inspection method to decrypt the data.
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B. FortiGate blocks the request without any further inspection.
C. FortiGate uses the Issued T: field in the server\\'s certificate.
D. FortiGate uses the requested URL from the user\\'s web browser.

Correct Answer: C

QUESTION 4

View the exhibit, which contains the output of diagnose sys session list, and then answer the question below.

timeout=3600

‘allow err): 11/1
n->sink >post, reply pre-: st dev=4-
100.64.1.254/10.0.1.10
hook=post dir=org act=snat 10.0.1.10:65464->! :80
hook=pre dir=reply act=dnat 54.192.15.182:80->100.64.1.1:65464(10.0.1.10:65464)
=/ (hefore,after) 0/(0,0), O/(0,0)
chk client_info=0 wvd=0
serial=00000098 tos=ff/ ips view=0 app list=0 app=0
dd type=0 dd mode=0 B

If the HA 1D for the primary unit is zero (0), which one of the following statements about the output is true?
A. This session is for HA heartbeat traffic.

B. This session cannot be synced with the slave unit.

C. The master unit is processing this traffic.

D. The inspection of this session has been offloaded to the slave unit.

Correct Answer: C

QUESTION 5

How does FortiManager handle FortiGuard requests from FortiGate devices, when it is configured as a local FDS?
A. FortiManager will respond to update requests only from a managed device.

B. FortiManager can download and maintain local copies of FortiGuard databases.

C. FortiManager supports only FortiGuard push update to managed devices.
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D. FortiManager does not support web filter rating requests.

Correct Answer: B
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