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QUESTION 1

View the exhibit, which contains the output of a real-time debug, and then answer the question below.

FGT # diagnose debug application urlfilter -1
FGT # diagnose debug enable

msg="received a recquest
d=training.fortinet. O
type=0, client:lEI.EI.l.lD,
"Cache mi

[~ 3

1nr1-cl[fr|_;rl -bloc
33. 1r.....11r:. dport=380

o W

)]

Which of the following statements are true regarding this output (Choose two.)
A. This web request was inspected using the root web filter profile.

B. The requested URL belongs to category ID 52.

C. The web request was blocked by FortiGate.

D. FortiGate found the requested URL in its local cache.

Correct Answer: AC

QUESTION 2

View the exhibit, which contains a partial output of an IKE real-time debug, and then answer the question below.

ike
ike i
ike : x:-=|"': shortcut- u‘;urﬁr',r 4091217176827462883 eS01chilace

100.64.3.1 10.1.1.254->10.1.2.254 psk 64 ppk O ttl 32 nat O ver 2 Im_ujn: 0

ike 0:HZ3 2 ': rard .:-h-.lr.t.l_.ut-mu:z. 409121717827

e501ch2 lacedd374/0000000000000000 100.64.3.1 10.1.1.254->10.1.2.254 psk 64 ppk 0 tcl
ver 2 mode 0

QO

..

received informational regques
3ging notify Yy pH "\H‘

e501ch2lacedd3?

Based on the debug output, which phase-1 setting is enabled in the configuration of this VPN?
A. auto-discovery-receiver

B. auto-discovery-forwarder
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C. auto-discovery-sender
D. auto-discovery-shortcut

Correct Answer: A

QUESTION 3

View the exhibit, which contains the output of diagnose sys session list, and then answer the question below.

lon list
1nn info =6 proto_ st
a_Uﬂ”DDUUU sockf lag= uDQﬂﬂj
hapPr-

ate=01 duration=73 expire=: 7 timeout=3600
:D E-DI;']{IJCIL'E—U av =

0 ha_id=0 policy dir=0 tunnel=/ vlan cos=0/255
ed none app ntf
‘allow err): 11/1
y8t, reply pre st dev=4-

100.64.1.254/10.0.1.10
t=post dir=org act=snat 10.0.1.10:65464->54.192.15.182:80(100.64.1.1:65464)
hook=pre dir=reply act=dnat 54,192.15.182:80->100.64.1.1:65464(10.0.1.10:65464)
s/ (before,after) 0/{0,0), 0O/ (0,0)
0 policy_id=1 auth_ infc chk _client_info=0 wvd=0
serial=00000098 tos=ff/ff ips view=0 app list=0 app=0

dd type=0 dd mode=0

If the HA 1D for the primary unit is zero (0), which one of the following statements about the output is true?
A. This session is for HA heartbeat traffic.

B. This session cannot be synced with the slave unit.

C. The master unit is processing this traffic.

D. The inspection of this session has been offloaded to the slave unit.

Correct Answer: C

QUESTION 4

What configuration settings change the behavior for content-inspected traffic while FortiGate is in conserve mode?
(Choose two.)

A. mem-failopen
B. ips-failopen
C. utm-failopen

D. av-failopen
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Correct Answer: BD

QUESTION 5

What does the dirty flag mean in a FortiGate session?

A. The session must be removed from the former primary unit after an HA failover.
B. Traffic has been identified as from an application that is not allowed.

C. The next packet must be re-evaluated against the firewall policies.

D. Traffic has been blocked by the antivirus inspection.

Correct Answer: C
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