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QUESTION 1

Which FortiSandbox diagnostic command should you use to diagnose Internet connectivity issues on port3?
A. ping

B. tcpdump

C. test-network

D. traceroute

Correct Answer: D

Reference: https://dokumen.tips/documents/fortios-54-cookbook-fortinet-docs-
fortinetknowledgebasetechnicaldocumentation-.html

QUESTION 2

Which samples can FortiClient submit to FortiSandbox for analysis? (Choose two.)
A. Downloads from emails

B. URLs from web requests

C. Command and control traffic D. Files from removable storage

Correct Answer: AC

QUESTION 3

Which of the advanced threat protection solutions should you use to protect against an attacker may take during the
lateral movement stage of the kill chain? (Choose two.)

A. FortiClient and FortiSandbox
B. FortiMail and FortiSandbox

C. FortiGate and FortiSandbox
D. FortiWeb and FortiSandbox

Correct Answer: BD

QUESTION 4

FortiSandbox generates structured threat information exchange (STIX) packages for which of the following threats?
(Choose two.)
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A. Botnet connections
B. Malware

C. Intrusion attempts
D. Malicious URLs
Correct Answer: AC

Reference: https://docs.fortinet.com/document/fortisandbox/3.0.3/administration-guide/170699/ioc-package

QUESTION 5

What information does a scan job report include? (Choose two.)
A. Updates to the antivirus database

B. Summary of the file activity

C. Details about system files deleted of modified

D. Changes to the FortiSandbox configuration

Correct Answer: BC
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