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QUESTION 1

As a network administrator, you are responsible for managing an enterprise secure wireless LAN. The controller is
based in the United States, and you have been asked to deploy a number of managed APs in a remote office in
Germany. What is the correct way to ensure that the RF channels and transmission power limits are appropriately
configured for the remote APs?

A. Configure the APs individually by overriding the settings in Managed FortiAPs

B. Configure the controller for the correct country code for Germany

C. Clone a suitable FortiAP profile and change the county code settings on the profile

D. Create a new FortiAP profile and change the county code settings on the profile

Correct Answer: C

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/69a8fa9c-1eaa-11e9-b6f6-f8bc125
8b856/fortigate-fortiwifi-and-fortiap-configuration-guide-54.pdf

QUESTION 2

When deploying a wireless network that is authenticated using EAP PEAP, which two configurations are required?
(Choose two.)

A. An X.509 certificate to authenticate the client

B. An X.509 to authenticate the authentication server

C. AWPAZ2 or WPAS3 personal wireless network

D. A WPA2 or WPA3 Enterprise wireless network

Correct Answer: AB

X.509 certificates and work for connections that use Secure Socket Layer/Transport Level Security (SSL/TLS). Both

client and server certificates have additional requirements. Reference: https://docs.microsoft.com/en-us/windows-
server/networking/technologies/nps/nps-manage-cert-requirements

QUESTION 3

Which factor is the best indicator of wireless client connection quality?
A. Downstream link rate, the connection rate for the AP to the client
B. The receive signal strength (RSS) of the client at the AP

C. Upstream link rate, the connection rate for the client to the AP

D. The channel utilization of the channel the client is using
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Correct Answer: B
SSI, or “Received Signal Strength Indicator,” is a measurement of how well your device can hear a signal from an

access point or router. It\\'s a value that is useful for determining if you have enough signal to get a good wireless
connection. Reference: https://www.metageek.com/training/resources/understanding-rssi.html

QUESTION 4

How can you find upstream and downstream link rates of a wireless client using FortiGate?

A. On the FortiAP CLlI, using the cw_diag ksta command

B. On the FortiAP CLI, using the cw_diag -d sta command

C. On the FortiGate GUI, using the WiFi Client monitor

D. On the FortiGate CLI, using the diag wireless-controller wlac -d Sta command

Correct Answer: C

The WiFi Client monitor on the FortiGate GUI shows the upstream and downstream link rates of a wireless client, along
with other information such as MAC address, SSID, IP address, signal strength, and connection time. The link rates

indicate the maximum data rates that the client can achieve in both directions. References: Secure Wireless LAN
Course Description, page 7; [FortiOS 6.4.0 Handbook - Wireless Controller], page 37.

QUESTION 5

Which statement describes FortiPresence location map functionality?

A. Provides real-time insight into user movements

B. Provides real-time insight into user online activity

C. Provides real-time insight into user purchase activity

D. Provides real-time insight into user usage stats

Correct Answer: D

This geographical data analysis provides real-time insights into user behavior.

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/05d8bael-5f3c-11e9-81a4-005056
92583a/FortiPresence-v2.0.1-getting-started.pdf
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