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QUESTION 1

Which statement is correct about security profiles on FortiAP devices?

A. Security profiles can only be applied to unencrypted wireless traffic.

B. Security profiles can only be applied via firewall policies on the FortiGate.

C. Security profiles are only supported on Bridge-mode SSIDs.

D. Security profiles on FortiAP devices can use FortiGate subscription to inspect the traffic.

Correct Answer: D

Security profiles on FortiAP devices can use FortiGate subscription to inspect the traffic, such as antivirus, web filtering,
application control, and IPS. This feature is called local bridging and it allows the FortiAP to forward traffic to the
FortiGate for security inspection before sending it to the destination network. This reduces the bandwidth consumption

and latency of tunnel mode SSIDs. References: Secure Wireless LAN Course Description, page 9; [FortiOS 6.4.0
Handbook - Wireless Controller], page 46.

QUESTION 2

Refer to the exhibits. Exhibit A.
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config wireless-controller wtp-profile
edit “Main Networks — FAP-320C”"
set comment “Profile with standard networks”
config platform
set type 320C
end
set handoff-rssi 30
set handoff-sta-thresh 30
set ap-country GB
config radio-1
set band 802.11n
set power-level 50
set channel-utilization enable

set wids-profile “default-wids-apscan-enabled”

set darrp enable

set vap-all manual

set vaps “"Main-Wifi” “Contractors” "“Guest”
“Wifi_]OT" “Witi_PDE” “"Staff” “Students”

set channel “1” “o&” “11%

end
config radio-2
set band 802.11lac
set channel-bonding 40MH=z
set power-level 60
set channel-utilization enable
set wids-profile “default-wids-apscan-enabled”
set darrp enable
set vap-all manual
set vaps “"Main-Wifi” “Contractors” "“Guest”
“Wifi IOT” “Wifi POS” “Staff” “Students”
set channel “36% ™“44% “52" “60"
end
next
end

Exhibit B.
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Exhibit C.
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# get wireless-controller rf-analysis FP
WTD: Office 0 192.168.5.98:5246

channel -f-score overlap-ap interfere-ap chan-utilization
13 13
0
]
0
0

0

A wireless network has been installed in a small office building and is being used by a business to connect its wireless
clients. The network is used for multiple purposes, including corporate access, guest access, and connecting point-of-
sale and lo? devices.

Users connecting to the guest network located in the reception area are reporting slow performance. The network
administrator is reviewing the information shown in the exhibits as part of the ongoing investigation of the problem. They
show the profile used for the AP and the controller RF analysis output together with a screenshot of the GUI showing a
summary of the AP and its neighboring APs.

To improve performance for the users connecting to the guest network in this area, which configuration change is most
likely to improve performance?

A. Increase the transmission power of the AP radios

B. Enable frequency handoff on the AP to band steer clients

C. Reduce the number of wireless networks being broadcast by the AP
D. Install another AP in the reception area to improve available bandwidth

Correct Answer: A

QUESTION 3

A tunnel mode wireless network is configured on a FortiGate wireless controller. Which task must be completed before
the wireless network can be used?

A. The wireless network interface must be assigned a Layer 3 address
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B. Security Fabric and HTTPS must be enabled on the wireless network interface

C. The wireless network to Internet firewall policy must be configured

D. The new network must be manually assigned to a FortiAP profile

Correct Answer: C

A FortiGate unit is an industry leading enterprise firewall. In addition to consolidating all the functions of a network
firewall, IPS, anti-malware, VPN, WAN optimization, Web filtering, and application control in a single platform, FortiGate

also has an integrated Wi-Fi controller.

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/723e20ad-5098-11e9-94bf-005056
92583a/FortiWiFi_and_FortiAP-6.2.0-Configuration_Guide.pdf

QUESTION 4

As standard best practice, which configuration should be performed before configuring FortiAPs using a FortiGate
wireless controller?

A. Create wireless LAN specific policies

B. Preauthorize APs

C. Create a custom AP profile

D. Set the wireless controller country setting
Correct Answer: C

Reference: https://docs.fortinet.com/document/fortiap/6.4.1/fortiwifi-and-fortiap-configuration-guide/547298/complex-
wireless-network-example

QUESTION 5
How are wireless clients assigned to a dynamic VLAN configured for hash mode?

A. Using the current number of wireless clients connected to the SSID and the number of IPs available in the least busy
VLAN

B. Using the current number of wireless clients connected to the SSID and the number of clients allocated to each of the
VLANSs

C. Using the current number of wireless clients connected to the SSID and the number of VLANSs available in the pool
D. Using the current number of wireless clients connected to the SSID and the group the FortiAP is a member of
Correct Answer: C

VLAN from the VLAN pool based on a hash of the current number of SSID clients and the number of entries in the
VLAN pool.

Reference: https://docs.fortinet.com/document/fortiap/7.0.1/fortiwifi-and-fortiap-configuration-guide/376326/configuring-
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dynamic-user-vlan-assignment
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