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QUESTION 1

Which of the following is a requirement to generate analytic reports using on-site FortiPresence deployment? 

A. SQL services must be running 

B. Two wireless APs must be sending data 

C. DTLS encryption on wireless traffic must be turned off 

D. Wireless network security must be set to open 

Correct Answer: B 

FortiPresence VM is deployed locally on your site and consists of two virtual machines. All the analytics data collected
and computed resides locally on the VMs. 

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/30bd9962-44e8-11eb-
b9ad-00505692583a/FortiPresence_VM-1.0.0-Administration_Guide.pdf 

 

QUESTION 2

A tunnel mode wireless network is configured on a FortiGate wireless controller. Which task must be completed before
the wireless network can be used? 

A. The wireless network interface must be assigned a Layer 3 address 

B. Security Fabric and HTTPS must be enabled on the wireless network interface 

C. The wireless network to Internet firewall policy must be configured 

D. The new network must be manually assigned to a FortiAP profile 

Correct Answer: C 

A FortiGate unit is an industry leading enterprise firewall. In addition to consolidating all the functions of a network
firewall, IPS, anti-malware, VPN, WAN optimization, Web filtering, and application control in a single platform, FortiGate
also has an integrated Wi-Fi controller. 

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/723e20ad-5098-11e9-94bf-005056
92583a/FortiWiFi_and_FortiAP-6.2.0-Configuration_Guide.pdf 

 

QUESTION 3

You are investigating a wireless performance issue and you are trying to audit the neighboring APs in the PF
environment. You review the Rogue APs widget on the GUI but it is empty, despite the known presence of other APs.
Which configuration change will allow neighboring APs to be successfully detected? 

A. Enable Locate WiFi clients when not connected in the relevant AP profiles. 

B. Enable Monitor channel utilization on the relevant AP profiles. 
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C. Ensure that all allowed channels are enabled for the AP radios. 

D. Enable Radio resource provisioning on the relevant AP profiles. 

Correct Answer: D 

The ARRP (Automatic Radio Resource Provisioning) profile improves upon DARRP (Distributed Automatic Radio
Resource Provisioning) by allowing more factors to be considered to optimize channel selection among FortiAPs.
DARRP uses the neighbor APs channels and signal strength collected from the background scan for channel selection. 

Reference: https://docs.fortinet.com/document/fortigate/6.4.0/new-features/228374/add-arrp-profile-for-wireless-
controller-6-4-2 

 

QUESTION 4

Part of the location service registration process is to link FortiAPs in FortiPresence. 

Which two management services can configure the discovered AP registration information from the FortiPresence
cloud? (Choose two.) 

A. AP Manager 

B. FortiAP Cloud 

C. FortiSwitch 

D. FortiGate 

Correct Answer: BD 

FortiGate, FortiCloud wireless access points (send visitor data in the form of station reports directly to FortiPresence) 

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/df877622-c976-11e9-8977-005056
92583a/FortiPresence-v4.3-release-notes.pdf 

 

QUESTION 5

Which administrative access method must be enabled on a FortiGate interface to allow APs to connect and function? 

A. Security Fabric 

B. SSH 

C. HTTPS 

D. FortiTelemetry 

Correct Answer: A 

Reference: https://docs.fortinet.com/document/fortigate/6.2.9/cookbook/788897/configuring-the-root-fortigate-and-
downstream-fortigates 
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