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QUESTION 1

Which regex expression is the correct format for redirecting the URL http://www.example.com?
A. www\.example\.com

B. www.example.com

C. www\example\com

D. www/.example/.com

Correct Answer: B

\1://www.company.com/\2/\3 Reference: https://learn.akamai.com/en-us/webhelp/edge-redirector/edge-redirector-
guide/GUID-0C22DFC2-DCC4-42AF-BDB2-9537FBEEO3FD.html

QUESTION 2

Refer to the exhibit.

Client
= 16k 02200 WebServeri
. FortiADC FortiWEB
: 10.0.2.1 192.0.2.1 172.0.2.1
..\ Port2 @ Port3
\\HD . 192.0.2.2
Port3
- WebServer2

FortiADC is applying SNAT to all inbound traffic going to the servers. When an attack occurs, FortiWeb blocks traffic
based on the 192.0.2.1 source IP address, which belongs to FortiADC. The setup is breaking all connectivity and
genuine clients are not able to access the servers.

What must the administrator do to avoid this problem? (Choose two.)

A. Enable the Use X-Forwarded-For setting on FortiWeb.

B. No Special configuration is required; connectivity will be re-established after the set timeout.

C. Place FortiWeb in front of FortiADC.
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D. Enable the Add X-Forwarded-For setting on FortiWeb.
Correct Answer: AC
Configure your load balancer to insert or append to an X-Forwarded-For:, X-Real-IP:, or other HTTP X-header. Also

configure FortiWeb to find the original attacker\\'s or client\\'s IP address in that HTTP header Reference:
https://help.fortinet.com/fweb/560/Content/FortiWeb/fortiweb-admin/planning_topology.htm

QUESTION 3

What role does FortiWeb play in ensuring PCI DSS compliance?
A. It provides the ability to securely process cash transactions.
B. It provides the required SQL server protection.

C. It provides the WAF required by PCI.

D. It provides credit card processing capabilities.

Correct Answer: C

QUESTION 4

You\\'ve configured an authentication rule with delegation enabled on FortiWeb. What happens when a user tries to
access the web application?

A. FrotiWeb redirects users to a FortiAuthenticator page, then if the user authenticates successfully, FortiGate signals to
Fortiweb to allow access to the web app

B. ForitWeb redirects the user to the web app\\'s authentication page

C. FortiWeb forwards the HTTP challenge from the server to the client, then monitors the reply, allowing access if the
user authenticates successfully

D. FortiWeb replies with a HTTP challenge of behalf of the server, the if the user authenticates successfully, Fortiweb
allows the request and also includes credentials in the request that it forwards to the web app

Correct Answer: A

QUESTION 5

A client is trying to start a session from a page that should normally be accessible only after they have logged in.
When a start page rule detects the invalid session access, what can Fortiweb do? (Choose three.)

A. Reply with a "403 Forbidden" HTTP error

B. Allow the page access, but log the violation

C. Automatically redirect the client to the login page
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D. Display an access policy message, then allow the client to continue, redirecting them to their requested page
E. Prompt the client to authenticate

Correct Answer: ABC
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