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QUESTION 1

When viewing the attack logs on FortiWeb, which client IP address is shown when you are using XFF header rules? 

A. FortiGate public IP 

B. FortiWeb IP 

C. FortiGate local IP 

D. Client real IP 

Correct Answer: D 

When an XFF header reaches Alteon from a client, Alteon removes all the content from the header and injects the client
IP address. Alteon then forwards the header to the server. 

Reference: 

https://support.radware.com/app/answers/answer_view/a_id/20925/~/modifying-the-client-ip-address-in-the-xff-header-
using-httpmod 

 

QUESTION 2

What benefit does Auto Learning provide? 

A. Automatically identifies and blocks suspicious IPs 

B. FortiWeb scans all traffic without taking action and makes recommendations on rules 

C. Automatically builds rules sets 

D. Automatically blocks all detected threats 

Correct Answer: C 

 

QUESTION 3

Which of the following FortiWeb features is part of the mitigation tools against OWASP A4 threats? 

A. Sensitive info masking 

B. Poison Cookie detection 

C. Session Management 

D. Brute Force blocking 

Correct Answer: C 
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QUESTION 4

You are configuring FortiAnalyzer to store logs from FortiWeb. 

Which is true? 

A. FortiAnalyzer will store antivirus and DLP archives from FortiWeb. 

B. You must enable ADOMs on FortiAnalyzer. 

C. To store logs from FortiWeb 6.4, on FortiAnalyzer, you must select "FrotiWeb 6.1". 

D. FortiWeb will query FortiAnalyzer for reports, instead of generating them locally. 

Correct Answer: B 

 

QUESTION 5

Refer to the exhibit. 

FortiWeb is configured to block traffic from Japan to your web application server. However, in the logs, the administrator
is seeing traffic allowed from one particular IP address which is geo-located in Japan. What can the administrator do to
solve this problem? (Choose two.) 

A. Manually update the geo-location IP addresses for Japan. 

B. If the IP address is configured as a geo reputation exception, remove it. 

C. Configure the IP address as a blacklisted IP address. 

D. If the IP address is configured as an IP reputation exception, remove it. 
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Correct Answer: BC 
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