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QUESTION 1

Review the following configuration:

config waf machine-learning-policy

edit 1

set sample-limit-by-ip 0
next

end

What is the expected result of this configuration setting?

A. When machine learning (ML) is in its collecting phase, FortiWeb will accept an unlimited number of samples from the
same source IP address.

B. When machine learning (ML) is in its running phase, FortiWeb will accept an unlimited number of samples from the
same source IP address.

C. When machine learning (ML) is in its collecting phase, FortiwWeb will not accept any samples from any source IP
addresses.

D. When machine learning (ML) is in its running phase, FortiWeb will accept a set number of samples from the same
source IP address.

Correct Answer: A

QUESTION 2

Which three statements about HTTPS on Fortiweb are true? (Choose three.)

A. For SNI, you select the certificate that Fortiweb will present in the server pool, not in the server policy.
B. After enabling HSTS, redirects to HTTPS are no longer necessary.

C. In true transparent mode, the TLS session terminator is a protected web server.

D. Enabling RC4 protects against the BEAST attack, but is not recommended if you configure Fortiweb to only offer
TLS 1.2.

E. In transparent inspection mode, you select which certificate that Fortiweb will present in the server pool, not in the
server policy.

Correct Answer: CDE

Reference: https://docs.fortinet.com/document/fortiweb/6.3.0/administration-guide/742465/supported-cipher-suites-
protocol-versions
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QUESTION 3

What other consideration must you take into account when configuring Defacement protection
A. Use FortiWeb to block SQL Injections and keep regular backups of the Database

B. Also incorporate a FortiADC into your network

C. None. FortiWeb completely secures the site against defacement attacks

D. Configure the FortiGate to perform Anti-Defacement as well

Correct Answer: A

QUESTION 4

Which operation mode does not require additional configuration in order to allow FTP traffic to your web server?
A. Offline Protection

B. Transparent Inspection

C. True Transparent Proxy

D. Reverse-Proxy

Correct Answer: B

QUESTION 5

When the FortiWeb is configured in Reverse Proxy mode and the FortiGate is configured as an SNAT device, what IP
address will the FortiGate\\'s Real Server configuration point at?

A. Virtual Server IP on the FortiGate

B. Server\\'s real IP

C. Fortiweb\\'s real IP

D. IP Address of the Virtual Server on the FortiWeb

Correct Answer: A
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