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QUESTION 1

In which two operating modes can FortiWeb modify HTTP packets? (Choose two.) 

A. Offline protection 

B. Transparent inspection 

C. True transparent proxy 

D. Reverse proxy 

Correct Answer: CD 

Reference: https://help.fortinet.com/fweb/541/Content/FortiWeb/fortiweb-admin/planning_topology.htm 

 

QUESTION 2

An e-commerce web app is used by small businesses. Clients often access it from offices behind a router, where clients
are on an IPv4 private network LAN. You need to protect the web application from denial of service attacks that use
request floods. 

What FortiWeb feature should you configure? 

A. Enable "Shared IP" and configure the separate rate limits for requests from NATted source IPs. 

B. Configure FortiWeb to use "X-Forwarded-For:" headers to find each client\\'s private network IP, and to block attacks
using that. 

C. Enable SYN cookies. 

D. Configure a server policy that matches requests from shared Internet connections. 

Correct Answer: C 

 

QUESTION 3

What benefit does Auto Learning provide? 

A. Automatically identifies and blocks suspicious IPs 

B. FortiWeb scans all traffic without taking action and makes recommendations on rules 

C. Automatically builds rules sets 

D. Automatically blocks all detected threats 

Correct Answer: C 
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QUESTION 4

Review the following configuration: 

What is the expected result of this configuration setting? 

A. When machine learning (ML) is in its collecting phase, FortiWeb will accept an unlimited number of samples from the
same source IP address. 

B. When machine learning (ML) is in its running phase, FortiWeb will accept an unlimited number of samples from the
same source IP address. 

C. When machine learning (ML) is in its collecting phase, FortiWeb will not accept any samples from any source IP
addresses. 

D. When machine learning (ML) is in its running phase, FortiWeb will accept a set number of samples from the same
source IP address. 

Correct Answer: A 

 

QUESTION 5

In Reverse proxy mode, how does FortiWeb handle traffic that does not match any defined policies? 

A. Non-matching traffic is allowed 

B. non-Matching traffic is held in buffer 

C. Non-matching traffic is Denied 

D. Non-matching traffic is rerouted to FortiGate 

Correct Answer: C 
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