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QUESTION 1

What capability can Fortiweb add to your Web App that your Web App may or may not already have?
A. Automatic backup and recovery

B. High Availability

C. HTTP/HTML Form Authentication

D. SSL Inspection

Correct Answer: C

QUESTION 2

The Fortiweb machine learning (ML) feature is a two-phase analysis mechanism. Which two functions does the first
layer perform? (Choose two.)

A. Determines whether an anomaly is a real attack or just a benign anomaly that should be ignored

B. Builds a threat model behind every parameter and HTTP method

C. Determines if a detected threat is a false-positive or not

D. Determines whether traffic is an anomaly, based on observed application traffic over time

Correct Answer: BD

The first layer uses the Hidden Markov Model (HMM) and monitors access to the application and collects data to build a

mathematical model behind every parameter and HTTP method. Reference:
https://docs.fortinet.com/document/fortiweb/6.3.0/administration-guide/193258/machine-learning

QUESTION 3

Refer to the exhibits.
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Edit Server Pool
Name server-pool?
Protocol HTTP
Type

Single Server/Server Balance

Offline Protection

True Transparent Proxy
Transparent Inspection
WCCP

Single Server

Server Balance

Server Health Check availability-check1 -
Load Balancing Algorithm Round Robin -
Persistence session-persistence-cookie -
CDmments 0199 (bytes)
'm__— _J Cancel
+Create New [:‘_’; iit rerlH
ID IPiDomain Status Port HTTP/2 Inherit Health Check Server Health Check Backup Server SSL
1 10.0.1.21 Enable 80 Disable Yes Disable Disable
2 100122 Enable 80 Disable Yes Disable Disable
Edit Virtual Server
Name | vserver?
Use Interface |P »
IPv4 Address 10.0.1.8/255.255.255.0
IPv6 Address -0
Interface - portl -

FortiWeb is configured in reverse proxy mode and it is deployed downstream to FortiGate. Based on the configuration
shown in the exhibits, which of the following statements is true?

A. FortiGate should forward web traffic to the server pool IP addresses.

B. The configuration is incorrect. FortiWeb should always be located upstream to FortiGate.

C. You must disable the Preserve Client IP setting on FotriGate for this configuration to work.
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D. FortiGate should forward web traffic to virtual server IP address.
Correct Answer: D

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/ebe2ce28-5c66-11eb-
b9ad-00505692583a/FortiWeb_6.3.10_Administration_Guide.pdf

QUESTION 4

Which is true about HTTPS on Fortiweb? (Choose three.)

A. For SNI, you select the certificate that Fortiweb will present in the server pool, not in the server policy.
B. After enabling HSTS, redirects to HTTPS are no longer necessary.

C. In true transparent mode, the TLS session terminator is a protected web server.

D. Enabling RC4 protects against the BEAST attack, but is not recommended if you configure FortiWeb to only offer
TLS 1.2.

E. In transparent inspection mode, you select which certificate that Fortiweb will present in the server pool, not in the
server policy.

Correct Answer: ACE

QUESTION 5

What benefit does Auto Learning provide?

A. Automatically identifies and blocks suspicious IPs

B. FortiWeb scans all traffic without taking action and makes recommendations on rules
C. Automatically builds rules sets

D. Automatically blocks all detected threats

Correct Answer: C
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