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QUESTION 1

When the FortiWeb is configured in Reverse Proxy mode and the FortiGate is configured as an SNAT device, what IP
address will the FortiGate\\'s Real Server configuration point at?

A. Virtual Server IP on the FortiGate

B. Server\\'s real IP

C. FortiWeb\\'s real IP

D. IP Address of the Virtual Server on the FortiwWeb

Correct Answer: A

QUESTION 2

Which of the following FortiWeb features is part of the mitigation tools against OWASP A4 threats?
A. Sensitive info masking

B. Poison Cookie detection

C. Session Management

D. Brute Force blocking

Correct Answer: C

QUESTION 3

In which two operating modes can FortiwWeb modify HTTP packets? (Choose two.)
A. Offline protection

B. Transparent inspection

C. True transparent proxy

D. Reverse proxy

Correct Answer: CD

Reference: https://help.fortinet.com/fweb/541/Content/FortiWeb/fortiweb-admin/planning_topology.htm

QUESTION 4

Which implementation is best suited for a deployment that must meet compliance criteria?
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A. SSL Inspection with Fortiweb in Transparency mode
B. SSL Offloading with FortiWeb in reverse proxy mode
C. SSL Inspection with FrotiWeb in Reverse Proxy mode
D. SSL Offloading with Fortiweb in Transparency Mode

Correct Answer: C

QUESTION 5

What must you do with your FortiWeb logs to ensure PCI DSS compliance?
A. Store in an off-site location

B. Erase them every two weeks

C. Enable masking of sensitive data

D. Compress them into a .zip file format

Correct Answer: C

Reference: https://docplayer.net/8466775-Fortiweb-web-application-firewall-ensuring-compliance-for-pci-dss-
requirement-6-6-solution-guide.html
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