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QUESTION 1

An e-commerce web app is used by small businesses. Clients often access it from offices behind a router, 

where clients are on an IPv4 private network LAN. You need to protect the web application from denial of 

service attacks that use request floods. 

What FortiWeb feature should you configure? 

A. Enable "Shared IP" and configure the separate rate limits for requests from NATted source IPs. 

B. Configure FortiWeb to use "X-Forwarded-For:" headers to find each client\\'s private network IP, and to block attacks
using that. 

C. Enable SYN cookies. 

D. Configure a server policy that matches requests from shared Internet connections. 

Correct Answer: C 

 

QUESTION 2

Under which circumstances does FortiWeb use its own certificates? (Choose Two) 

A. Secondary HTTPS connection to server where FortiWeb acts as a client 

B. HTTPS to clients 

C. HTTPS access to GUI 

D. HTTPS to FortiGate 

Correct Answer: AC 

 

QUESTION 3

When integrating FortiWeb and FortiAnalyzer, why is the selection for FortiWeb Version critical? (Choose two) 

A. Defines Log file format 

B. Defines communication protocol 

C. Defines Database Schema 

D. Defines Log storage location 

Correct Answer: AD 
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QUESTION 4

What benefit does Auto Learning provide? 

A. Automatically identifies and blocks suspicious IPs 

B. FortiWeb scans all traffic without taking action and makes recommendations on rules 

C. Automatically builds rules sets 

D. Automatically blocks all detected threats 

Correct Answer: C 

 

QUESTION 5

What can an administrator do if a client has been incorrectly Period Blocked? 

A. Disconnect the client from the network 

B. Manually release the IP from the temporary Blacklist 

C. Nothing, it is not possible to override a Period Block 

D. Force a new IP address to the client. 

Correct Answer: B 
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