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QUESTION 1

Which two agents can validate endpoint compliance transparently to the end user? (Choose two.) 

A. Persistent 

B. Dissolvable 

C. Mobile 

D. Passive 

Correct Answer: AC 

Mobile agents use the network transparently. 

Reference: https://docs.fortinet.com/document/fortinac/8.3.0/administration-guide/377110/persistent-agent-
certificatevalidation https://docs.fortinet.com/document/fortinac/8.3.0/administration-guide/377110/persistent-agent-
certificatevalidation 

 

QUESTION 2

Which three circumstances trigger Layer 2 polling of infrastructure devices? (Choose three.) 

A. A matched security policy 

B. Scheduled poll timings 

C. Linkup and Linkdown traps 

D. Manual polling 

E. A failed Layer 3 poll 

Correct Answer: BCD 

 

QUESTION 3

Which system group will force at-risk hosts into the quarantine network, based on point of connection? 

A. Forced Quarantine 

B. Forced Remediation 

C. Forced Isolation 

D. Physical Address Filtering 

Correct Answer: B 

A remediation plan is established, including a forensic analysis and a reload of the system. Also, users are forced to
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change their passwords as the system held local user accounts. 

Reference: https://oit.rice.edu/quarantining-process-used-it-staff-members-introduction 

 

QUESTION 4

Which three of the following are components of a security rule? (Choose three.) 

A. Methods 

B. User or host profile 

C. Security String 

D. Trigger 

E. Action 

Correct Answer: ABE 

Reference: https://patents.google.com/patent/US20150200969A1/en 

 

QUESTION 5

By default, if more than 20 hosts are seen connected on a single port simultaneously, what will happen to the port? 

A. The port is added to the Forced Registration group. 

B. The port is disabled. 

C. The port is switched into the Dead-End VLAN. 

D. The port becomes a threshold uplink. 

Correct Answer: B 
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