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QUESTION 1

Which FortiMail option removes embedded code components in Microsoft Word, while maintaining the original file
format? 

A. Behavior analysis 

B. Impersonation analysis 

C. Content disarm and reconstruction 

D. Header analysis 

Correct Answer: C 

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/8c063dd3-bafe-11e9a989-0050569
2583a/fortimail-admin-620.pdf (435) 

 

QUESTION 2

Which firmware upgrade method for an active-passive HA cluster ensures service outage is minimal, and there are no
unnecessary failovers? 

A. Break the cluster, upgrade the units independently, and then form the cluster 

B. Upgrade both units at the same time 

C. Upgrade the standby unit, and then upgrade the active unit 

D. Upgrade the active unit, which will upgrade the standby unit automatically 

Correct Answer: B 

Reference: https://docs.fortinet.com/document/fortimail/6.2.0/administration-guide/725928/upgradingfirmware-on-ha-
units 

 

QUESTION 3

Refer to the exhibit. 
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Which two statements about the access receive rule are true? (Choose two.) 

A. Email matching this rule will be relayed 

B. Email must originate from an example.com email address to match this rule 

C. Senders must be authenticated to match this rule 

D. Email from any host in the 10.0.1.0/24 subnet can match this rule 

Correct Answer: AB 

 

QUESTION 4

Refer to the exhibit. 
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MTA-1 is delivering an email intended for User 1 to MTA-2. 

Which two statements about protocol usage between the devices are true? (Choose two.) 

A. User 1 will use IMAP to download the email message from MTA-2 

B. MTA-2 will use IMAP to receive the email message from MTA-1 

C. MTA-1 will use POP3 to deliver the email message to User 1 directly 

D. MTA-1 will use SMTP to deliver the email message to MTA-2 

Correct Answer: AD 

 

QUESTION 5

A FortiMail administrator is investigating a sudden increase in DSNs being delivered to the protected domain for
undeliverable email messages. After searching the logs, the administrator identifies that the DSNs were not generated
as a result of any outbound email sent from the protected domain. 

Which FortiMail antispam technique can the administrator use to prevent this scenario? 

A. Spam outbreak protection 

B. Bounce address tag validation 

C. Spoofed header detection 

D. FortiGuard IP Reputation 

Correct Answer: A 

Reference: https://docs.fortinet.com/document/fortimail/6.2.0/administration-guide/769204/managing-themail-queue 
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