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QUESTION 1

Refer to the exhibit.

FML-1
Transparent mode ? :
e
porti <, port2 port1 — MX-1
172.16.32.55 \_ 172.16.32.56 example.com

StoragdRTR

For outgoing SMTP connections
Use client-specified SMTP server «©

to send email
Cancel

FortiMail

Domain name: example.com
Is subdomain <»

Main domain -
Relay type: -
SMTP server: 172.16.32.56 Port 25 — [Test ]
» Use SMTPS
Fallback SMTP server. Port 25 — [Test.
» Use SMTPS

2 » Relay Authentication

£ Recipient Address Verification
2 Transparent Mode Options

This server is on port2 -
Hide the transparent box »

Use this domain's SMTP server to deliver o

_the mail

Which two statements about how the transparent mode FortiMail device routes email for the example.com domain are
true? (Choose two.)

A. If incoming email messages are undeliverable, FML-1 can queue them to retry later
B. If outgoing email messages are undeliverable, FM-1 can queue them to retry later

C. FML-1 will use the built-in MTA for outgoing sessions
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D. FML-1 will use the transparent proxy for incoming sessions

Correct Answer: BD

QUESTION 2

An organization has different groups of users with different needs in email functionality, such as address book access,
mobile device access, email retention periods, and disk quotas.

Which FortiMail feature specific to server mode can be used to accomplish this?
A. Resource profiles

B. Domain-level service settings

C. Access profiles

D. Address book management options

Correct Answer: C

QUESTION 3

Refer to the exhibit.
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FML-1
Gateway Mode

Internet |
Protected Domain: example.com

' Mail Server
10.29.1.45/24

Access Control Rule

Enabled [ &

sender: User Defined

Recipient: User Defined

Source: IP/Netmask
0.0.0.0/0

Reverse DNS pattern: *

Authentication status: Any

TLS profile: --None--
Action: Reject
Comments:

<+ New... & Edit

C®» Regular Expression

It is recommended that you configure which three access receive settings to allow outbound email from the

example.com domain on FML-1? (Choose three.)

A. The Sender pattern should be set to *@example.com
B. The Action should be set to Relay

C. The Recipient pattern should be set to 10.29.1.45/24
D. The Enable check box should be cleared

E. The Sender IP/netmask should be set to 10.29.1.45/32
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Correct Answer: BDE

QUESTION 4

A FortiMail is configured with the protected domain example.com.

On this FortiMail, which two envelope addresses are considered incoming? (Choose two.)
A. MAIL FROM: accounts@example.com RCPT TO: sales@external.org

B. MAIL FROM: support@example.com RCPT TO: marketing@example.com

C. MAIL FROM: training@external.org RCPT TO: students@external.org

D. MAIL FROM: mis@hosted.net RCPT TO: noc@example.com

Correct Answer: CD

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/9aa62d26-858d11ea-9384-005056
92583a/FortiMail-6.4.0-Administration_Guide.pdf (30)

QUESTION 5

Which firmware upgrade method for an active-passive HA cluster ensures service outage is minimal, and there are no
unnecessary failovers?

A. Break the cluster, upgrade the units independently, and then form the cluster
B. Upgrade both units at the same time

C. Upgrade the standby unit, and then upgrade the active unit

D. Upgrade the active unit, which will upgrade the standby unit automatically
Correct Answer: B

Reference: https://docs.fortinet.com/document/fortimail/6.2.0/administration-guide/725928/upgradingfirmware-on-ha-
units
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