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QUESTION 1

An administrator sees that an excessive amount of storage space on a FortiMail device is being used up by quarantine
accounts for invalid users. The FortiMail is operating in transparent mode. 

Which two FortiMail features can the administrator configure to tackle this issue? (Choose two.) 

A. Automatic removal of quarantine accounts 

B. Recipient address verification 

C. Bounce address tag verification 

D. Sender address rate control 

Correct Answer: AD 

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/9aa62d26-858d11ea-9384-005056
92583a/FortiMail-6.4.0-Administration_Guide.pdf (322, 323) 

 

QUESTION 2

Refer to the exhibit. 

Which statement describes the pre-registered status of the IBE user extuser2@external.lab? 

A. The user has received an IBE notification email, but has not accessed the HTTPS URL or attachment yet. 

B. The user account has been de-activated, and the user must register again the next time they receive an IBE email. 

C. The user was registered by an administrator in anticipation of IBE participation. 

D. The user has completed the IBE registration process, but has not yet accessed their IBE email. 

Correct Answer: D 

 

Reference: https://docs.fortinet.com/document/fortimail/6.4.2/administration-guide/470401/configuring-ibeusers 
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QUESTION 3

Which firmware upgrade method for an active-passive HA cluster ensures service outage is minimal, and there are no
unnecessary failovers? 

A. Break the cluster, upgrade the units independently, and then form the cluster 

B. Upgrade both units at the same time 

C. Upgrade the standby unit, and then upgrade the active unit 

D. Upgrade the active unit, which will upgrade the standby unit automatically 

Correct Answer: B 

Reference: https://docs.fortinet.com/document/fortimail/6.2.0/administration-guide/725928/upgradingfirmware-on-ha-
units 

 

QUESTION 4

Refer to the exhibit. 
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It is recommended that you configure which three access receive settings to allow outbound email from the
example.com domain on FML-1? (Choose three.) 

A. The Sender pattern should be set to *@example.com 

B. The Action should be set to Relay 

C. The Recipient pattern should be set to 10.29.1.45/24 

D. The Enable check box should be cleared 

E. The Sender IP/netmask should be set to 10.29.1.45/32 
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Correct Answer: BDE 

 

QUESTION 5

Refer to the exhibit. 

Which two statements about the mail server settings are true? (Choose two.) 

A. FortiMail will support the STARTTLS extension 

B. FortiMail will accept SMTPS connections 

C. FortiMail will drop any inbound plaintext SMTP connection 

D. FortiMail will enforce SMTPS on all outbound sessions 

Correct Answer: BC 
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