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QUESTION 1

Examine the FortiMail archiving policies shown in the exhibit; then answer the question below. 

Which of the following statements is true regarding this configuration? (Choose two.) 

A. Spam email will be exempt from archiving 

B. Email sent from marketing@example.com will be archived 

C. Archived email will be saved in the journal account 

D. Only the marketing@example.com account will be able to access the archived email 

Correct Answer: AB 

 

QUESTION 2

FortiMail is configured with the protected domain "example.com". Identify which of the following envelope addresses will
require an access receive rule to relay for unauthenticated senders? (Choose two.) 
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A. MAIL FROM: mis@hosted.net RCPT TO: noc@example.com 

B. MAIL FROM: training@external.org RCPT TO: students@external.org 

C. MAIL FROM: accounts@example.com RCPT TO: sales@exernal.org 

D. MAIL FROM: support@example.com RCPT TO: marketing@example.com 

Correct Answer: CD 

 

QUESTION 3

Which of the following statements regarding SMTPS and SMTP over TLS are true? (Choose three.) 

A. In an SMTPS session, the identities of both sender and receiver are encrypted 

B. SMTPS connections are initiated on port 465 

C. SMTP over TLS connections are entirely encrypted and initiated on port 465 

D. The STARTTLS command is used to initiate SMTP over TLS 

E. SMTPS encrypts the body of the email message, where the most sensitive content exists 

Correct Answer: ABD 

 

QUESTION 4

Examine the FortMail mail server settings shown in the exhibit; then answer the question below. 
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Which of the following statements are true? (Choose two.) 

A. mx.example.com will enforce SMTPS on all outbound sessions 

B. mx.example.com will display STARTTLS as one of the supported commands in SMTP sessions 

C. mx.example.com will accept SMTPS connections 

D. mx.example.com will drop any inbound plaintext SMTP connection 

Correct Answer: AC 

 

QUESTION 5

Examine the message column of a log cross search result of an inbound email shown in the exhibit; then answer the
question below 
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Based on logs, which of the following statements are true? (Choose two.) 

A. The FortiMail is experiencing issues delivering the email to the back-end mail server 

B. The logs were generated by a server mode FortiMail 

C. The logs were generated by a gateway or transparent mode FortiMail 

D. The FortiMail is experiencing issues accepting the connection from the remote sender 

Correct Answer: BD 
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