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QUESTION 1

Examine the FortiMail archiving policies shown in the exhibit; then answer the question below.

FortiMail
Email Archiving Exempt Policy
1D 2
Account:  journal ¥ | NEW.. Edit
Policy type: Spam emall w
Pattern:
POIiCY & Enabled
status:
oK Cancel
FortiMail
Email Archiving Policy
1D: 2
Account:  |ournal ¥ | New.. Edit
Palicy type: Recipient Address -

Pattern: | marketing@example.com
Policy & Epabled

status:
Ok Cancel
Which of the following statements is true regarding this configuration? (Choose two.)
A. Spam email will be exempt from archiving
B. Email sent from marketing@example.com will be archived
C. Archived email will be saved in the journal account

D. Only the marketing@example.com account will be able to access the archived email

Correct Answer: AB

QUESTION 2

Examine the nslookup output shown in the exhibit; then answer the question below.
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C:\>nslockup —type—mx example.com
Server: PriNs
2ddress: 10.200.3.254

Non—authoritative answer:

example . com M¥ preference = 10, nail exchanger = mx.hosted.com

example . com M¥ preference = 20, rail exchanger = mx.example.com

Identify which of the following statements is true regarding the example.com domain\\'s MTAs. (Choose two.)
A. External MTAs will send email to mx.example.com only if mx.hosted.com is unreachable

B. The primary MTA for the example.com domain is mx.hosted.com

C. The PriNS server should receive all email for the example.com domain

D. The higher preference value is used to load balance more email to the mx.example.com MTA

Correct Answer: CD

QUESTION 3

Examine the FortMail mail server settings shown in the exhibit; then answer the question below.

|V EN RS o Si o [IRelay Host List | Disclaimer Disclaimer Exclusion List

«| Local Host Local Host Setting
Host name: mx
Local domain name: example.com

SMTP server port number: 25
SMTP over SSL/TLS 7

SMTPS server port number gg5
SMTP MSA service v

SMTP MSA port number: 587
POP3 server port number: 110

Default domain for authentication; --None-- v
Webmail access ¥ Redirect HTTP tc HTTPS
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Which of the following statements are true? (Choose two.)

A. mx.example.com will enforce SMTPS on all outbound sessions

B. mx.example.com will display STARTTLS as one of the supported commands in SMTP sessions
C. mx.example.com will accept SMTPS connections

D. mx.example.com will drop any inbound plaintext SMTP connection

Correct Answer: AC

QUESTION 4

Primary

portl
172.16.32.56 &
P
port?
Virtual IP
: 172.16.32.55
: JIT2T632. T
firewan) switch | port2
portl
172.16.32.57

Secondary

What IP address should the DNS MX record for this deployment resolve to?
A.172.16.32.1

B. 172.16.32.57

C. 172.16.32.55

D. 172.16.32.56

Correct Answer: C

QUESTION 5

Examine the FortiMail DLP scan rule shown in the exhibit; then answer the question below.
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 Profile |
Message Scan Rule
Name: | DLPOut ?
Description:
— |« | Conditions

' Match all conditions ® Match any condition

Bf New... | B edit... | W pelete |
'ID Condition
1 Body contains sensitive data "Credit_Card_MNumber"
| 2_ Attachment contains sensitive data "Credit_Card_Number"
3 Subject contains Credit Card

|a| Exceptions

i ETNEW’. | 'éi_ it.. | ﬁ Delete |
N D Condifion
| |1 Sender contains sales@internal.lab

Which of the following statements is true regarding this configuration? (Choose two.)

A. An email message containing the words "Credit Card" in the subject will trigger this scan rule

B. If an email is sent from sales@internal.lab the action will be applied without matching any conditions

C. An email message containing credit card numbers in the body will trigger this scan rule

D. An email must contain credit card numbers in the body, attachment, and subject to trigger this scan rule

Correct Answer: AC
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