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QUESTION 1

Which of the following antispam techniques queries FortiGuard for rating information? (Choose two.)
A. URI filter

B. IP reputation

C. SURBL

D. DNSBL

Correct Answer: BD

QUESTION 2

Examine the access receive rule shown in the exhibit; then answer the question below.

FortiMail
Access Control Rule

Enabled W
Sender pattern: User Defined v

*@example.com Regular expression
Recpient pattern: | User Defined w

* || Regular expression
Sender User Defined =
IP/netmask:

10.0.1.100 7 |32
Reverse DNS [ X
pattern: | ! Regular expression
Autnentication Any =
status: ]
TLS profile: —-None-- = oW Edit.
Acton: Relay i
Comments:

Create Cancel

Which of the following statements are true? (Choose two.)

A. Email from any host in the 10.0.1.0/24 subnet can match this rule
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B. Senders must be authenticated to match this rule
C. Email matching this rule will be relayed
D. Email must originate from an example.com email address to match this rule

Correct Answer: CD

QUESTION 3

FML-1
Transparent mode

MX-1

ortl port2  portl ﬁu,. -
P %’ i | | example.com

172.16.32.55% 1?2{15{32{551“';_ 2

FML-1 configuration
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Proxies

For outgoing SMTP connections

¥ Use dient-specified SMTP server to send email

Apply Cancel

Domain name: example.com

Relay type: Host w
SMTP server: 172.16.22.56 Port: 25 Use SMTPS
Fallback SMTP server: Fort: 75 Use SMTPS
Relay Authentication

Is subdomain

Main domain: W

» Recipient Address Verification

4| Transparent Mode Options

This server is on = port2 v

Hide the transparent box

#  Use this domain's SMTP server to deliver the mail

Which of the following statements are true regarding the transparent mode FortiMail\\'s email routing for the
example.com domain? (Choose two.)

A. FML-1 will use the built-in MTA for outgoing sessions
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B. FML-1 will use the transparent proxy for incoming sessions
C. If incoming email are undeliverable, FML-1 can queue them to retry again later
D. If outgoing email messages are undeliverable, FML-1 can queue them to retry later

Correct Answer: BC

QUESTION 4

Examine the nslookup output shown in the exhibit; then answer the question below.

C:\»nslockup —type—mx example.com
Server: PriNSs
ZAddress: 10.200.3.254

Non—authoritative answer:

example . com M prefersnce = rail exchanger = mx.hosted.com

example . com ¥ preference L rail exchanger = mx.example.com

Identify which of the following statements is true regarding the example.com domain\\'s MTAs. (Choose two.)
A. External MTAs will send email to mx.example.com only if mx.hosted.com is unreachable

B. The primary MTA for the example.com domain is mx.hosted.com

C. The PriNS server should receive all email for the example.com domain

D. The higher preference value is used to load balance more email to the mx.example.com MTA

Correct Answer: CD

QUESTION 5

Which firmware upgrade method for an active-passive HA cluster ensures service outage is minimal and there are no
unnecessary failovers?

A. Upgrade the active unit, which will upgrade the standby unit automatically

B. Upgrade both units at the same time

C. Upgrade the standby unit, and then upgrade the active unit

D. Break the cluster, upgrade the units independently, and then form the cluster again as quickly as possible

Correct Answer: D
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