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QUESTION 1

View the following exhibit:

#diagnose fmupdate view-serverlist fds

Fortiguard Server Comm: Enabled

Server Override Mode: Loose

FDS server list :

Index Address ; TimeZone Distance Source

*0 10.0.1.50 . 5 Z CLI
1 96.45.33.89 i 5 Z FDNI
2 96.45.32.8 : 5 Z FDNI

38 fdsl.fortinet.com 44: . 0 DEFAULT

How will FortiManager try to get updates for antivirus and IPS?

A. From the list of configured override servers with ability to fall back to public FDN servers
B. From the configured override server list only

C. From the default server fdsl.fortinet.com

D. From public FDNI server with highest index number only

Correct Answer: A

Reference: https://community.fortinet.com/t5/Fortinet-Forum/Clarification-of-FortiManager-s-quot-Server-Override-Mode-
quot/td-p/89973

QUESTION 2

Which two items does an FGFM keepalive message include? (Choose two.)
A. FortiGate uptime

B. FortiGate license information

C. FortiGate IPS version

D. FortiGate configuration checksum

Correct Answer: CD

Reference: https://docs.fortinet.com/document/fortimanager/6.2.0/fortigate-fortimanager-communications-protocol-
guide/579138/keep-alive-messages
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QUESTION 3
View the following exhibit.

System Settings

gs

Advanced
SNMP

Mail Server
Syslog Server
Meta Fields ADOM Mode (O Nomal @ Advanced
Device Log Settings

File Management
Advanced Settings

What is the purpose of setting ADOM Mode to Advanced?

A. The setting allows automatic updates to the policy package configuration for a managed device
B. The setting enables the ADOMs feature on FortiManager

C. This setting allows you to assign different VDOMSs from the same FortiGate to different ADOMSs.
D. The setting disables concurrent ADOM access and adds ADOM locking

Correct Answer: C

Reference: https://docs.fortinet.com/document/fortianalyzer/7.0.0/administration-guide/66530/adom-device-modes

QUESTION 4

View the following exhibit, which shows the Download Import Report: Why it is failing to import firewall policy ID 2?

Start to import config from devices{Remote-FortiGate) vdom (root)to adom (MyADOM),
Package(Remote-FortiGate)

“firewall address”, SUCCESS,"(name=REMOTE_SUBNET,0id=580, new object)”

“firewall policy”, SUCCESS,"(name=1, 0id=590,new object)”

“firewall policy”,FAIL,"(name=1D:2(#2), 0id=991, reason=interface(interface binding

Contradiction.detail:any<-portg)binding fail)"”
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A. The address object used in policy ID 2 already exist in ADON database with any as interface association and
conflicts with address object interface association locally on the FortiGate

B. Policy ID 2 is configured from interface any to porté FortiManager rejects to import this policy because any interface
does not exist on FortiManager

C. Policy ID 2 does not have ADOM Interface mapping configured on FortiManager
D. Policy ID 2 for this managed FortiGate already exists on FortiManager in policy package named Remote-FortiGate.
Correct Answer: A

FortiManager_6.4_Study_Guide-Online page 331and; 332

QUESTION 5

In the event that the primary FortiManager fails, which of the following actions must be performed to return the
FortiManager HA to a working state?

A. Secondary device with highest priority will automatically be promoted to the primary role, and manually reconfigure all
other secondary devices to point to the new primary device

B. Reboot one of the secondary devices to promote it automatically to the primary role, and reconfigure all other
secondary devices to point to the new primary device.

C. Manually promote one of the secondary devices to the primary role, and reconfigure all other secondary devices to
point to the new primary device.

D. FortiManager HA state transition is transparent to administrators and does not require any reconfiguration.

Correct Answer: C

FortiManager_6.4_Study_Guide-Online ?page 346

FortiManager HA doesn\\'t support IP takeover where an HA state transition is transparent to administrators. If a failure
of the primary occurs, the administrator must take corrective action to resolve the problem that may include invoking the
state transition. If the primary device fails, the administrator must do the following in order to return the FortiManager HA
to a working state:

1.

Manually reconfigure one of the secondary devices to become the primary device

2.

Reconfigure all other secondary devices to point to the new primary device
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