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QUESTION 1

Refer to the exhibit.

Edit Address

Address MName
LAN

Type
IP/Netmask

IP/Netmask
192.168.1.0/255.255.255.0

Interface
any X

Static Route Configuration
OFF

Comments
0/255
Add to Groups

Advanced Options >

Per-Device Mapping

+ Add [ Edit E Delete [ Q|
[] Name VDOM Details

[l Remote-FortiGate root IP/Netmask:10.200.1.0/255.255.255.0

An administrator has created a firewall address object, Training which is used in the Local-FortiGate policy package.

When the installation operation is performed, which IP/Netmask will be installed on the Local-FortiGate, for the Training
firewall address object?

A. 192.168.0.1/24
B. 10.200.1.0/24
C. It will create a firewall address group on Local-FortiGate with 192.168.0.1/24 and 10.0.1.0/24 object values.

D. Local-FortiGate will automatically choose an IP/Netmask based on its network interface settings.
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Correct Answer: B

FortiManager_6.4_Study_Guide-Online ?page 209

In the example, the dynamic address object LocalLan refers to the internal network address of the managed firewalls.
The object has a default value of 192.168.1.0/24. The mapping rules are defined per device. For Remote-FortiGate, the

address object LocalLan referes to 10.10.11.0/24. The devices in the ADOM that do not have dynamic mapping for
LocalLan have a default value of 192.168.1.0/2.

QUESTION 2

View the following exhibit.

m = System Settings -

Advanced Settings

Advanced
SNMP

Mail Server
Syslog Server
Meta Fields ADOM Mode (O Nomal @ Advanced
Device Log Settings
File Management
Advanced Settings

What is the purpose of setting ADOM Mode to Advanced?

A. The setting allows automatic updates to the policy package configuration for a managed device
B. The setting enables the ADOMs feature on FortiManager

C. This setting allows you to assign different VDOMSs from the same FortiGate to different ADOMs.
D. The setting disables concurrent ADOM access and adds ADOM locking

Correct Answer: C

Reference: https://docs.fortinet.com/document/fortianalyzer/7.0.0/administration-guide/66530/adom-device-modes

QUESTION 3

You are moving managed FortiGate devices from one ADOM to a new ADOM. Which statement correctly describes the
expected result?

A. Any pending device settings will be installed automatically

B. Any unused objects from a previous ADOM are moved to the new ADOM automatically
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C. The shared policy package will not be moved to the new ADOM
D. Policy packages will be imported into the new ADOM automaticallyD
Correct Answer: C

Reference: https://community.fortinet.com/t5/FortiManager/Technical-Note-How-to-move-objects-to-new-ADOM-on-
FortiManager/ta-p/198342

QUESTION 4

Which two settings are required for FortiManager Management Extension Applications (MEA)? (Choose two.)
A. When you configure MEA, you must open TCP or UDP port 540.

B. You must open the ports to the Fortinet registry

C. You must create a MEA special policy on FortiManager using the super user profile

D. The administrator must have the super user profile.

Correct Answer: CD

QUESTION 5

View the following exhibit.
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Starting Log (Run the device)

Start installing

Local-FortiGate $ config user device

Local-FortiGate (device) S edit "mydevice”

new entry ‘'mydevice’ added

Local-FortiGate (mydevice) 5 next

MAC address can not be D

Node_check_object faillfor mac 00:00:00:00:00:00
Attribute 'mac’ value '00:00:00:00:00:00" checkingtail -33
Command fail. Return code 1

Lecal-FortiGate [device] 5 end

Local-FortiGate § config firewall policy
Local-FortiGate (policy) $ edit 2

New entry ‘2’ added

Local-FortiGate (2) 5 set name "Device_poliey”
Local-FortiGate (2) § set uuid 64...
Local-FortiGate (2) $ set sreintf "port3”
Local-FortiGate [2) § set dstintf “port1”
Local-FortiGate (2) § set srcaddr “all”
Local-FortiGate (2) $§ set dstaddr “all”
Local-FortiGate (2) S set action accept
Local-FortiGate (2) & set schedule "slways”
Local-FortiGate (2) § set service “ALL”
Local-FortiGate (2) § set devices “mydevice”
Entry not found in datasource

Value parse error before 'mydevice’
Command fail. Return code -3

Which statement is true regarding this failed installation log?
A. Policy ID 2 is installed without a source address

B. Policy ID 2 will not be installed

C. Policy ID 2 is installed in disabled state

D. Policy ID 2 is installed without a source device

Correct Answer: D
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