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QUESTION 1

View the following exhibit.

M Logging FortiGate 1

I#; Edit B Delete -] Import Polic

[J A Device Name  Config Status
£l ##Local-FortiGate A Modified

Import Policy
Install Config

When using Install Config option to install configuration changes to managed FortiGate, which of the following
statements are true? (Choose two.)

A. Once initiated, the install process cannot be canceled and changes will be installed on the managed device
B. Will not create new revision in the revision history

C. Installs device-level changes to FortiGate without launching the Install Wizard

D. Provides the option to preview configuration changes prior to installing them

Correct Answer: AC

QUESTION 2

Refer to the exhibit.
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Create New ADOM

Name Training

Type FortiGate v 60 | 56 54
Comments

Devices <+ Select Device

A Name IP Address
Click to select devices for this ADOM.
Mode (® Normal (O Backup

Which two statements about an ADOM set in Normal mode on FortiManager are true? (Choose two.)

A. It supports the FortiManager script feature

B. It allows making configuration changes for managed devices on FortiManager panes

C. FortiManager automatically installs the configuration difference in revisions on the managed FortiGate
D. You cannot assign the same ADOM to multiple administrators

Correct Answer: AB

"FortiGate units in the ADOM will query their own configuration every 5 seconds. If there has been a configuration
change, the FortiGate unit will send a diff revision on the change to the FortiManager using the FGFM protocol."

QUESTION 3

Refer to the exhibit.
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FortiManager # diagnose dvm device list
--- There are currently 1 devices/vdoms managed ---

TYPE QID SN HA IP NAME
fmg/faz enabled 157 FGVMO1.. - 10.200.1.1 Local-FortiGate
|- STATUS: dev-db: modified; conf: in sync; cond: pendi

|- vdom: [3]root flags:0 adom:My ADOM pkg:[imported]Loc

Which two statements about the output are true? (Choose two.)

A. The latest revision history for the managed FortiGate does match with the FortiGate running configuration

B. Configuration changes have been installed to FortiGate and represents FortiGate configuration has been changed
C. The latest history for the managed FortiGate does not match with the device-level database

D. Configuration changes directly made on the FortiGate have been automatically updated to device-level database
Correct Answer: AC

STATUS: dev-db: madified; conf: in sync; cond: pending; dm: retrieved; conn: up-dev-db: modified - This is the device
setting status which indicates that configuration changes were made on FortiManager.- conf: in sync - This is the sync
status which shows that the latest revision history is in sync with Fortigate\\'s configuration.- cond: pending - This is the
configuration status which says that configuration changes need to be installed. Most probably a retrieve was done in
the past (dm: retrieved) updating the revision history DB (conf: in sync) and FortiManager device level DB, now there is
a new modification on FortiManager device level DB (dev-db: modified) which wasn\\'t installed to FortiGate (cond:
pending), hence; revision history DB is not aware of that modification and doesn\\'t match device DB. Conclusion:-
Revision DB does match FortiGate.- No changes were installed to FortiGate yet.- Device DB doesn\\'t match Revision
DB.- No changes were done on FortiGate (auto-update) but configuration was retrieved instead After an Auto-Update or
Retrieve:device database = latest revision = FGT Then after a manual change on FMG end (but no install yet):latest

revision = FGT (still) but now device database has been modified (is different). After reverting to a previous revision in
revision history:device database = reverted revision != FGT

QUESTION 4

An administrator would like to create an SD-WAN using central management. What steps does the administrator need
to perform to create an SD-WAN using central management?

A. First create an SD-WAN firewall policy, add member interfaces to the SD-WAN template and create a static route
B. You must specify a gateway address when you create a default static route
C. Remove all the interface references such as routes or policies

D. Enable SD-WAN central management in the ADOM, add member interfaces, create a static route and SDWAN
firewall policies.

Correct Answer: D
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QUESTION 5

Refer to the exhibit.

Edit Address

Address Name
LAN

Type
IP/Netmask

IP/Netmask
192.168.1.0/255.255.255.0

Interface
any X v

Static Route Configuration
OFF

Comments
0/255

Add to Groups

Advanced Options >

Per-Device Mapping

=+ Add [# Edit Ei Delete I QI
[] Name VDOM Details
[[1 Remote-FortiGate root IP/Netmask:10.200.1.0/255.255.255.0

An administrator has created a firewall address object, Training which is used in the Local- FortiGate policy package.

When the installation operation is performed, which IP/Netmask will be installed on the Local-FortiGate, for the Training
firewall address object?

A.192.168.0.1/24
B. 10.200.1.0/24

C. It will create a firewall address group on Local-FortiGate with 192.168.0.1/24 and 10.0.1.0/24 object values.
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D. Local-FortiGate will automatically choose an IP/Netmask based on its network interface settings.

Correct Answer: B

FortiManager_6.4_Study_Guide-Online In the example, the dynamic address object LocalLan refers to the internal
network address of the managed firewalls. The object has a default value of 192.168.1.0/24. The mapping rules are
defined per device. For Remote-FortiGate, the address object LocalLan referes to 10.10.11.0/24. The devices in the
ADOM that do not have dynamic mapping for LocalLan have a default value of 192.168.1.0/2.
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