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QUESTION 1

What is the function of the quick scan option on FortiClient? 

A. It scans programs and drivers that are currently running, for threats. 

B. It allows users to select a specific file folder on their local hard disk drive (HDD), to scan for threats. 

C. It performs a full system scan including all files, executable files, DLLs, and drivers for threats. 

D. It scans executable files, DLLs, and drivers that are currently running, for threats. 

Correct Answer: D 

Quick Scan scans only executable files, DLLs, and drivers that are currently running for threats. 

 

QUESTION 2

Refer to the exhibit. 

Based on the logs shown in the exhibit, why did FortiClient EMS fail to install FortiClient on the endpoint? 

A. The remote registry service is not running 

B. The Windows installer service is not running 

C. The task scheduler service is not running. 

D. The FortiClient antivirus service is not running 

Correct Answer: C 
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QUESTION 3

An administrator wants to simplify remote access without asking users to provide user credentials. Which access control
method provides this solution"? 

A. SSL VPN 

B. ZTNA full mode 

C. L2TP 

D. ZTNA IP/MAC filtering mode 

Correct Answer: B 

 

 

QUESTION 4

Refer to the exhibit, which shows the endpoint summary information on FortiClient EMS. 

What two conclusions can you make based on the Remote-Client status shown above? (Choose two.) 

A. The endpoint is classified as at risk. 

B. The endpoint has been assigned the Default endpoint policy. 

C. The endpoint is configured to support FortiSandbox. 
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D. The endpoint is currently off-net. 

Correct Answer: BD 

 

QUESTION 5

Refer to the exhibits, which show a network topology diagram of ZTNA proxy access and the ZTNA rule configuration. 

An administrator runs the diagnose endpoint record list CLI command on FortiGate to check Remote-Client endpoint
information, however Remote-Client is not showing up in the endpoint record list. 

What is the cause of this issue? 
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A. Remote-Client failed the client certificate authentication. 

B. Remote-Client provided an empty client certificate to connect to the ZTNA access proxy. 

C. Remote-Client has not initiated a connection to the ZTNA access proxy. 

D. Remote-Client provided an invalid certificate to connect to the ZTNA access proxy. 
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Correct Answer: C 
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