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QUESTION 1

Refer to the exhibit.
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ksslvpn>

<options>
<enabled>1</enabled>
<prefer_sslvpn_dns>l</prefer_sslvpn_dns>
<dnscache_service_control>»@</dnscache_service_control>
<use_legacy_ssl_adapter>@</use_legacy_ssl_adapter>
<preferred_dtls_tunnel>8</preferred_dtls_tunnel>
<no_dhcp_server_route>d</no_dhcp_server_route>
<no_dns_registration>8¢</no_dns_registration>
<disallow_invalid server_certificate»@</disallow_invalid_server certificate>
</options>
<connections>
<connection>
<name >Student -SSLVPN< /name >
<description>SSL VPN to Fortigate</descriptions>
<server>10.0.0,254:18443</server>
<usernase />
<single_user_mode>@</single_user_mode>
<ui»
<show_remesber_password>@</show_resember_password>
<fui>
<password />

<prompt_username>1</prompt_username>
<on_connect>
<script>
<os>windows</os>
<scripty
<1[CDATA[]]>
</script>
<fscript>
<fon_connect>
<on_disconnect>
<script>
<os>windows</os>
<scripty
<![coaTa[]]>
</script>
</script>
<fon_disconnect>
</connections>
k/sslvpn>
Kipsecvpn>
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An administrator has restored the modified XML configuration file to FortiClient and sees the error shown in the exhibit.

Based on the XML settings shown in the exhibit, what must the administrator do to resolve the issue with the XML

configuration file?

A. The administrator must resolve the XML syntax error.

B. The administrator must use a password to decrypt the file

C. The administrator must change the file size

D. The administrator must save the file as FortiClient-config conf.

Correct Answer: A

QUESTION 2

Which statement about FortiClient enterprise management server is true?

A. It provides centralized management of FortiGate devices.

B. It provides centralized management of multiple endpoints running FortiClient software.

C. It provides centralized management of FortiClient Android endpoints only.

D. It provides centralized management of Chromebooks running real-time protection

Correct Answer: B

QUESTION 3

Refer to the exhibit.

Log - Policy
1:40:39 PM Information Vulnerability 1d=96521 msg="A vulnerability scan result has been logged”™ status=N/A vulncat="Operating
1:40:39 PM Information Vulnerability §d=96520 msg="The wvulnerability scan status has changed” status="scanning finished" vulne
1:41:38 PM Information ESNAC  1d=96958 user=Admin msg="User social media information® social_srvc=os social_user=Admin
2:12:22 PM Information Config 1d-96BE2 msg="Policy 'Default’ was received and applied”
2:13:27 PH Information ESNAC  1d-96958 user=Admin msg="User soclal media information™ soclal srvc=os soclal_user=-Admin
2:14:32 PM Information ESNAC  1d=96959 emshostname=WIN-EHVKBEA3IS7]1 msg="Endpoint has AV whitelist engine version 6.00134 and si
2:14:54 PM Information Config 1d=96882 msg="Policy ‘Default’ was received and applied™
2:16:01 PM Information ESNAC  {d=96958 user=Admin msg="User social media informatlon” soclal_srvc=os social_user=dAdmin
2:20:19 PM Information Config 1d-96883 msg-"Compliance rules ‘default’ were received and applied”
2:20:23 PM Debug ESNAC  PIPEMSG_CMD_ESNAC_STATUS_RELOAD CONFIG
2:29:23 PN Debug ESNAC  cbB2B698d1ae56916fB4ccT90%lebla
2:20:23 PM Debug ESNAC Before Reload Config
2:20:23 PM Debug ESNAC ReloadConfig
2:20:23 PM Debug  Scheduler stop_task() called
2:20:23 PH Debug  Scheduler GUI change event
2:20:23 PM Debug  Scheduler stop_task() called
2:20:23 PM Information Config 1d-96882 msg="Policy ‘Fortinet-Training' was received and applied™
2:20:23 PM Debug Conflg “scan on registration' is disabled - delete ‘on registration' wulnerability scan.
2:20:23 PM Debus Conﬂ.g l-pnrt(onf!g: tag <\I’orti:1ient_tnnfiguratim\nntlexplo!l\l!xclus1on_npplicatiaﬂs> value is empty.

Based on the FortiClient logs shown in the exhibit which endpoint profile policy is currently applied to the FortiClient
endpoint from the EMS server?
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A. Default

B. Compliance rules default
C. Fortinet- Training

D. Default configuration policy

Correct Answer: C

QUESTION 4

What does FortiClient do as a fabric agent? (Choose two.)
A. Provides IOC verdicts

B. Automates Responses

C. Creates dynamic policies

D. Provides application inventory

Correct Answer: CD

FortiClient, as a fabric agent, does not provide 10C verdicts. The role of providing I0C (Indicators of Compromise)
verdicts is typically performed by other security solutions or systems that specialize in threat detection and analysis.

Similarly, FortiClient, as a fabric agent, does not have the capability to automate responses. While FortiClient can trigger

alerts or notifications based on security events, the automation of responses typically requires integration with a Security
Orchestration, Automation, and Response (SOAR) platform or similar systems.

QUESTION 5

Which three features does FortiClient endpoint security include? (Choose three.)
A. L2TP

B. IPsec

C.DLP

D. Vulnerability management

E. Real-time protection

Correct Answer: BDE
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