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QUESTION 1

Refer to the exhibit.

xx/xx/28xx 9:85:85 AM  Notice Firewall date=2@xx-xx-xx time=09:05:84 logver=2 type=traffic level=notice sessionid=34252360
hostname=Win-Internal uld=C7F38281D3EBAFOSAT7EIBADG20208DY devid=F(TB@E3611939390 fgtserial=-FGVMA10000042532 regip=N/A

srcname=f irefox,exe srcproduct=Firefox srcip=10.0.1.10 srcport=62481 direction=outbound destinationip=199.59.148.82 remotename=N/A
destinationport=80 user=Administrator@TRAININGAD.TRAINING.LAB proto=6 rcvdbyte=N/A sentbyte=N/A utmaction=blocked utmevent=appfirewall
threat=Twitter vd=root fctver=5.4.8.878@8 os="Microsoft Windows Server 2812 R2 Standard Edition, 64-bit (build 96080)"
usingpolicy="default" service=http

|
/¥ /20xx 9:05:54 AM  Notice Firewall date=20xx-xx-xx time=09:05:53 logver=2 type=traffic level=notice sessionid=34252360
hostname=Win-Internal uid=C7F382B1D3EB4FO5AT7EIBADG202BBDY devid=FCTBOE3611939398 fgtserial=-FGVMB10800042532 regip=N/A
srcname=firefox.exe srcproduct=Firefox srcip=18.8.1.10 srcport=62425 direction=outbound destinationip=184.25.62.28 remotename=N/A
destinationport=443 user=Administrator@TRAININGAD.TRAINING.LAB proto=6 rcvdbyte=N/A sentbyte=N/A utmaction=blocked
utmevent=appfirewall threat=Proxy.Websites vd=root fctver=5.4.0.0788 os="Microsoft Windows Server 2812 R2 Standard Edition, 64-bit
(build 968@)" usingpolicy="default"” service=https

Xx/xxf20xx 9:28:23 AM Notice Firewall date=20xx-xx-xx time=09:28:22 logver=2 type=traffic level=notice sessionid-26453064
hostname=Win-Internal uld=C7F382B1D3EB4AF@5A77EIBADG202BBDT devid=-FC(TBBE3611939398 fgtserial-FGVMB10800042532 regip=N/A
srcname=firefox.exe srcproduct=Firefox srcip=10.8.1.10 srcport=62759 direction=outbound destinationip=2088.71.44.31 remotename=N/A
destinationport=88 user=Administrator@TRAININGAD.TRAINING.LAB proto=6 rcvdbyte=N/A sentbyte=N/A utmaction=blocked utmevent=appfirewall
threat=Yahoo.Games vd=root fctver=5.4.0.0780 os="Microsoft Windows Server 2012 R2 Standard Edition, 64-bit (build 9608)"
usingpolicy="default” service=http

Based on the FortiClient logs shown in the exhibit, which software application is blocked by the application firewall?
A. Twitter

B. Facebook

C. Internet Explorer

D. Firefox

Correct Answer: D

QUESTION 2

Refer to the exhibit.
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Log - Policy
1:40:39 PM Information Vulnerablility 1d=96521 msg="A vulnerability scan result has been logged™ statussN/A vulncat="Operating
1:40:39 PM Information Vulnerability 1d-96520 msg="The vulnerability scan status has changed” status-"scanning finished™ wvulne
1:41:38 PM Information ESMAC  1d-96958 user=Admin msg=-"User soclal media Informatlon® soclal _srvc=os soclal_user=Adamin
2:12:22 PM Information Config id-96882 msg="Policy ‘'Default’ was received and applied”
2:13:27 PH Information ESNAC  1d-96958 user=Admin msg="User soclal media information® soclal_srvc=os soclal_user=Admin
2:14:32 PM Information ESNAC  1d=96959 emshostname=WIN-EHVKBEA3S71 msg="Endpoint has AV whitelist engine version 6.80134 and si
2:14:54 PM Information Config 4d-96882 msg=-"Policy 'Default’ was received and applied”
2:16:01 PM Information ESNAC  id-96958 user=Admin msg="User social medla Informatlon” soclal_srvc=os soclal_user-Admin
2:20:19 PM Information Config 1d=96883 msg="Compliance rules “default' were received and applied”
2:20:23 PM Debug ESNAC  PIPEMSG_CMD_ESNAC_STATUS_RELOAD_CONFIG
2:20:23 PM Debug ESNAC  cb82B898d1ae56916FB4ccT99%lebla
2:20:23 PM Debug ESMAC Before Reload Config
2:20:23 PM Debug ESNAC ReloadConfig
2:20:23 PM Debug  Scheduler stop_task() called
2:20:23 PM Debug Scheduler GUI change event
2:20:23 PM Debug  Scheduler stop_task() called
2:20:23 PM Information Config 1d-96882 msg-"Policy ‘Fortinet-Training' was received and applied™
2:20:23 PM Debug Conflg “scan on registration’ is disabled - delete 'on reglstration’ wvulnerability scan.
2:20:23 PN Debug Config IsportConfig: tag <\forticlient_configuration\antiexploit\exclusion_applications> value is empty.

Based on the FortiClient logs shown in the exhibit which endpoint profile policy is currently applied to the FortiClient
endpoint from the EMS server?

A. Default

B. Compliance rules default

C. Fortinet- Training

D. Default configuration policy

Correct Answer: C

QUESTION 3

Refer to the exhibits.
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Security Fabric Settings

@ FortiGate Telemetry

Security Fabric role Serve as Fabric Root BLIISHE (-4

Fabric name Fabric '

Topology (& FGVMO010000052731 (Fabric Root)

Allow other FortiGates to join €@ | port3 X
+

Pre-authorized FortiGates None & Edit

SAML Single Sign-On @ »
Management IP/FQDN @ Specify

Management Port WYl Specify

FortiAnalyzer Logging

IP address ingo— — —|

Test Connectivity

Logging to ADOM root
Storage usage % 144.55 MiB / 50.00 GiB
Analytics usage ; 91.02MiB/35.00GiB

(Number of days stored: 55/60)
1% 53.53MiB/15.00GiB
(Number of days stored: 54/365)

Upload option €@ Every Minute | Every 5 Minutes

SSL encrypt log transmission

Allow access to FortiGate REST API

Archive usage

Verify FortiAnalyzer certificate (% FAZVMTM19008187

& FortiClient Endpoint Management System (EMS)
Name I'_ EMSServer X

IP/DomainName | 1001100
Serial Number | FCTEMS0000100991

Admin User | admin

Password sssssses Change
Hosiname EMSSarver
Listen on i® 1001100 [+ ]

! e i ak ¥
Usa FODON a
FODN Lt
Remolns HTTRS acomss
Didy oevborcms whaen Warstwa Frewat i ruhisey

S5L cartificate Mo certificate imporiad &
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Based on the FortiGate Security Fabric settings shown in the exhibits, what must an administrator do on the EMS server
to successfully quarantine an endpoint. when it is detected as a compromised host (IoC)?

A. The administrator must enable remote HTTPS access to EMS.
B. The administrator must enable FQDN on EMS.

C. The administrator must authorize FortiGate on FortiAnalyzer.
D. The administrator must enable SSH access to EMS.

Correct Answer: A

QUESTION 4

Which statement about FortiClient comprehensive endpoint protection is true?

A. It helps to safeguard systems from email spam

B. It helps to safeguard systems from data loss.

C. It helps to safeguard systems from DDoS.

D. It helps to safeguard systems from advanced security threats, such as malware.

Correct Answer: D

FortiClient provides comprehensive endpoint protection for your Windows- based, Mac-based, and Linuxbased

desktops, laptops, file servers, and mobile devices such as iOS and Android. It helps you to safeguard your systems
with advanced security technologies, all of which you can manage from a single management console.

QUESTION 5

Which two benefits are benefits of using multi-tenancy mode on FortiClient EMS? (Choose two.)
A. The fabric connector must use an IP address to connect to FortiClient EMS

B. It provides granular access and segmentation.

C. Licenses are shared among sites.

D. Separate host servers manage each site.

Correct Answer: BD

FCT-EMS 7,0 Page 101 : You would use multi-tenancy in an MSSP environment to conserve resources and use the
same license (the total number of FortiClient licenses are shared between sites)
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