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QUESTION 1

An administrator is required to maintain a software inventory on the endpoints. without showing the feature on the
FortiClient dashboard What must the administrator do to achieve this requirement?

A. The administrator must use default endpoint profile
B. The administrator must not select the vulnerability scan feature in the deployment package.

C. The administrator must select the vulnerability scan feature in the deployment package, but disable the feature on the
endpoint profile

D. The administrator must click the hide icon on the vulnerability scan tab

Correct Answer: D

QUESTION 2

Refer to the exhibit.

xx/xxf28xx 9:85:85 AM  Notice Firewall date=2@xx-xx-xx time=09:05:84 logver=2 type=traffic level=notice sessionid=34252368
hostname=Win-Internal uld=C7F30281D3EBAFOSAT7EIRADG20208DT devid=F(TBR@3611939398 fgtserial=FGVM210808042532 regip=N/A

srcname=f irefox,.exe srcproduct=Firefox srcip=10.8.1.18 srcport=62481 direction=outbound destinationip=199.59,148.82 remotename=N/A
destinationport=88 user=Administrator@TRAININGAD.TRAINING.LAB proto=6 rcvdbyte=N/A sentbyte=N/A utmaction=blocked utmevent=appfirewall
threat=Twitter vd=root fctver=5.4.8.8788 os="Microsoft Windows Server 2812 R2 Standard Edition, 64-bit (build 9688)"
usingpolicy="default" service=http

xx /o /28xx 9:85:54 AM Notice Firewall date=20xx-xx-xx time=09:85:53 logver=2 type=traffic level=notice sessionid=34252368
hostname=Win-Internal uid=C7F382B1D3EB4FASA77EIRADA282B8DY devid=F(TBR@3611939398 fgtserial=FGUMA10808042532 regip=N/A
srcname=firefox.exe srcproduct=Firefox srcip=10.8.1.10 srcport=62425 direction=ocutbound destinationip=184,25,62.28 remotename=N/A
destinationport=443 user=Administrator@TRAININGAD.TRAINING.LAB proto=6 rcvdbyte=N/A sentbyte=N/A utmaction=blocked
utmevent=appfirewall threat=Proxy.Websites vd=root fctver=5.4.8.078@8 os="Microsoft Windows Server 2812 R2 Standard Edition, 64-bit
(build 9688)" usingpolicy="default"” service=https

xx/xxf20xx 9:28:23 AM Notice Firewall date=20xx-xx-xx time=89:28:22 logver=2 type=traffic level=notice sessionid~-26453864
hostname=Win-Internal uid=C7F382B1D3EBAFBSATTEIBADG6282BBDY devid=-F(T8PE3611939398 fgtserial-FGVMO10800042532 regip=N/A
srcname=firefox.exe srcproduct=Firefox srcip=10.8.1.10 srcport=62759 direction=outbound destinationip=2088.71.44.31 remotename=N/A
destinationport=88 user=Administrator@TRAININGAD.TRAINING.LAB proto=6 rcvdbyte=N/A sentbyte=N/A utmaction=blocked utmevent=appfirewall
threat=Yahoo.Games vd=root fctver=5.4.0.0782 os="Microsoft Windows Server 2012 R2 Standard Edition, 64-bit (build 96ee)”
usingpolicy="default" service=http

Based on the FortiClient logs shown in the exhibit, which software application is blocked by the application firewall?
A. Twitter

B. Facebook

C. Internet Explorer

D. Firefox

Correct Answer: D
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QUESTION 3

Refer to the exhibit.
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Based on the Security Fabric automation settings, what action will be taken on compromised endpoints?
A. Endpoints will be quarantined through EMS

B. Endpoints will be banned on FortiGate

C. An email notification will be sent for compromised endpoints

D. Endpoints will be quarantined through FortiSwitch

Correct Answer: A

QUESTION 4

What action does FortiClient anti-exploit detection take when it detects exploits?
A. Blocks memory allocation to the compromised application process

B. Patches the compromised application process

C. Deletes the compromised application process
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D. Terminates the compromised application process

Correct Answer: D

The anti-exploit detection protects vulnerable endpoints from unknown exploit attacks. FortiClient monitors the behavior
of popular applications, such as web browsers (Internet Explorer, Chrome, Firefox, Opera), Java/Flash plug-ins,

Microsoft Office applications, and PDF readers, to detect exploits that use zero-day or unpatched vulnerabilities to infect
the endpoint. Once detected, FortiClient terminates the compromised application process.

QUESTION 5

Which component or device shares ZTNA tag information through Security Fabric integration?
A. FortiGate

B. FortiGate Access Proxy

C. FortiClient

D. FortiClient EMS

Correct Answer: D
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