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QUESTION 1

An administrator has a requirement to add user authentication to the ZTNA access for remote or off-fabric users Which
FortiGate feature is required m addition to ZTNA? 

A. FortiGate FSSO 

B. FortiGate certificates 

C. FortiGate explicit proxy 

D. FortiGate endpoint control 

Correct Answer: C 

 

 

QUESTION 2

An administrator configures ZTNA configuration on the FortiGate for remote users. Which statement is true about the
firewall policy? 

A. It enforces access control 

B. It redirects the client request to the access proxy 

C. It defines the access proxy 

D. It applies security profiles to protect traffic 

Correct Answer: B 

"The firewall policy matches and redirects client requests to the access proxy VIP"
https://docs.fortinet.com/document/fortigate/7.0.0/new-features/194961/basic-ztna- configuration 

 

QUESTION 3

What action does FortiClient anti-exploit detection take when it detects exploits? 

A. Blocks memory allocation to the compromised application process 

B. Patches the compromised application process 

C. Deletes the compromised application process 

D. Terminates the compromised application process 

Correct Answer: D 

The anti-exploit detection protects vulnerable endpoints from unknown exploit attacks. FortiClient monitors the behavior
of popular applications, such as web browsers (Internet Explorer, Chrome, Firefox, Opera), Java/Flash plug-ins,
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Microsoft Office applications, and PDF readers, to detect exploits that use zero-day or unpatched vulnerabilities to infect
the endpoint. Once detected, FortiClient terminates the compromised application process. 

 

QUESTION 4

Refer to the exhibits. 
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Which show the Zero Trust Tag Monitor and the FortiClient GUI status. 
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Remote-Client is tagged as Remote-Users on the FortiClient EMS Zero Trust Tag Monitor. 

What must an administrator do to show the tag on the FortiClient GUI? 

A. Update tagging rule logic to enable tag visibility 

B. Change the FortiClient system settings to enable tag visibility 

C. Change the endpoint control setting to enable tag visibility 

D. Change the user identity settings to enable tag visibility 

Correct Answer: B 

 

 

QUESTION 5

An administrator installs FortiClient on Windows Server. What is the default behavior of real-time protection control? 

A. Real-time protection must update AV signature database 

B. Real-time protection sends malicious files to FortiSandbox when the file is not detected locally 

C. Real-time protection is disabled 

D. Real-time protection must update the signature database from FortiSandbox 

Correct Answer: C 
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