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QUESTION 1

Which security fabric component sends a natification to quarantine an endpoint after IOC detection in the automation
process?

A. FortiAnalyzer
B. FortiClient

C. ForbClient EMS
D. Forti Gate

Correct Answer: D

QUESTION 2
Refer to the exhibit.

Log - Provisioning

Name T#& Assigned Groups T Frofile T Policy Compenents T Prierty T% Enabled

Salesy Al Groups N Traming On-Faonc @ 1
trainingAD training 1ab P (etaut

Traning trairdngAD trairang lab Traming S On-Fadric ® 2 [ ]
100% +

Defaun Training On-Fabre @ 3
100%

Which shows multiple endpoint policies on FortiClient EMS.

Which policy is applied to the endpoint in the AD group trainingAD?

A. The Sales policy

B. The Training policy

C. Both the Sales and Training policies because their priority is higher than the Default policy

D. The Default policy because it has the highest priority
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Correct Answer: B

QUESTION 3

An administrator is required to maintain a software vulnerability on the endpoints, without showing the feature on the
FortiClient dashboard. What must the administrator do to achieve this requirement?

A. Disable select the vulnerability scan feature in the deployment package

B. Use the default endpoint profile

C. Select the vulnerability scan feature in the deployment package, but disable the feature on the endpoint profile

D. Click the hide icon on the vulnerability scan tab

Correct Answer: D

QUESTION 4

Refer to the exhibit, which shows the endpoint summary information on FortiClient EMS.

B® Remote-Client p Aciministrator 100220 © Policy Default
(3 Otner Endpoints @
sSummary rability Events
Administrator Connection
No User Managed by EMS @
No Emall
G Other Endpoints Configuration
Polic Default £
Device Remote-Client » Y >
0s E® Microsoft Wincdows Server .. il it e
It o
P 100220 Off-Fabric Profile Default
Mac 00.50-56.01-63.12 Installer Not assigned
q
Public IP 161156 10.132 FortiClient Version 7.0.0.0029
T 14
Status Oniine FortiClient Serial Number FCT80009063356
2
Lecation Off-Fabric FortiClient ID B8B12D0B30D20B4735AAA
ZTNA Serial Number 6FCOBEBSDS62E778DAS
Owner v
Organization 4 Classification Tags
Zero Trust % Remote-Users
Low
Tags & Windows-Endpoints LW
Newor I3 Etherneto ~ ] +Add
Status
Ethernet! 2 » ]

@ EMS

Status
Managed o

Features
i+ Antivirus installed v
{4 Anti-Ransomware installed .

.. Cloud Based Malware Outbre
Detection installed

= Sandbox installed
Sandbox Cloud installed

& Web Filter enabled (hidden)
i Application Firewall installed ~

' Remote Access configured
@ Vulnerability Scan enabled v
4+ SSOMA installed

Third Party Features
Virus & Threat None
“ Protecticn

-

" Disk Encryption  None

What two conclusions can you make based on the Remote-Client status shown above? (Choose two.)
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A. The endpoint is classified as at risk.

B. The endpoint has been assigned the Default endpoint policy.
C. The endpoint is configured to support FortiSandbox.

D. The endpoint is currently off-net.

Correct Answer: BD

QUESTION 5

Which two benefits are benefits of using multi-tenancy mode on FortiClient EMS? (Choose two.)
A. The fabric connector must use an IP address to connect to FortiClient EMS

B. It provides granular access and segmentation.

C. Licenses are shared among sites.

D. Separate host servers manage each site.

Correct Answer: BD

FCT-EMS 7,0 Page 101 : You would use multi-tenancy in an MSSP environment to conserve resources and use the
same license (the total number of FortiClient licenses are shared between sites)
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