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QUESTION 1

If a hard disk fails on a FortiAnalyzer that supports software RAID, what should you do to bring the FortiAnalyzer back to
functioning normally, without losing data? 

A. Hot swap the disk 

B. Replace the disk and rebuild the RAID manually 

C. Take no action if the RAID level supports a failed disk 

D. Shut down FortiAnalyzer and replace the disk 

Correct Answer: D 

https://kb.fortinet.com/kb/documentLink.do?externalID=FD46446#:~:text=On%20FortiAnaly
zer%2FFortiManager%20devices%20that,to%20exchanging%20the%20hard%20disk. 

If a hard disk on a FortiAnalyzer unit fails, it must be replaced. On FortiAnalyzer devices that support hardware RAID,
the hard disk can be replaced while the unit is still running ?known as hot swapping. On FortiAnalyzer units with
software RAID, the device must be shutdown prior to exchanging the hard disk. 

Reference: https://community.fortinet.com/t5/FortiAnalyzer/Technical-Note-How-to-swap- Hard-Disk-on-
FortiAnalyzer/tap/194997?externalID=FD41397#:~:text=If%20a%20hard%20disk%20on,process%20know
n%20as%20hot%20swapping 

 

QUESTION 2

Which two statements are true regarding high availability (HA) on FortiAnalyzer? (Choose two.) 

A. FortiAnalyzer HA can function without VRRP, and VRRP is required only if you have more than two FortiAnalyzer
devices in a cluster. 

B. FortiAnalyzer HA supports synchronization of logs as well as some system and configuration settings. 

C. All devices in a FortiAnalyzer HA cluster must run in the same operation mode: analyzer or collector. 

D. FortiAnalyzer HA implementation is supported by many public cloud infrastructures such as AWS, Microsoft Azure,
and Google Cloud. 

E. FortiAnalyzer HA implementation is supported by all cloud providers. 

Correct Answer: BC 

FortiAnalyzer HA implementation works only in networks where Virtual Router Redundancy Protocol (VRRP) is
permitted. Therefore it may not be supported by some public cloud infrastructures. FortiAnalyzer_7.0_Study_Guide-
Online pag. 60 

 

QUESTION 3

Which daemon is responsible for enforcing raw log file size? 
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A. logfiled 

B. oftpd 

C. sqlplugind 

D. miglogd 

Correct Answer: A 

 

QUESTION 4

An administrator fortinet, is able to view logs and perform device management tasks, such as adding and removing
registered devices. However, administrator fortinet is not able to create a mall server that can be used to send email.
What could be the problem? 

A. Fortinet is assigned the Standard_ User administrator profile. 

B. A trusted host is configured. 

C. ADOM mode is configured with Advanced mode. 

D. Fortinet is assigned the Restricted_ User administrator profile. 

Correct Answer: A 

 

QUESTION 5

The admin administrator is failing to register a FortiClient EMS on the FortiAnalyzer device. What can be the reason for
this failure? 

A. FortiAnalyzer is in an HA cluster. 

B. ADOM mode should be set to advanced, in order to register the FortiClient EMS device. 

C. ADOMs are not enabled on FortiAnalyzer. 

D. A separate license is required on FortiAnalyzer in order to register the FortiClient EMS device. 

Correct Answer: C 

Reference: https://help.fortinet.com/fa/faz50hlp/56/5-6-2/FMG-
FAZ/0800_ADOMs/0015_FortiClient%20and%20ADOMs.htm 
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