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QUESTION 1

What statements are true regarding FortiAnalyzer \\'s treatment of high availability (HA) dusters? (Choose two) 

A. FortiAnalyzer distinguishes different devices by their serial number. 

B. FortiAnalyzer receives logs from d devices in a duster. 

C. FortiAnalyzer receives bgs only from the primary device in the cluster. 

D. FortiAnalyzer only needs to know (he serial number of the primary device in the cluster-it automaticaly discovers the
other devices. 

Correct Answer: AB 

 

QUESTION 2

For which two purposes would you use the command set log checksum? (Choose two.) 

A. To help protect against man-in-the-middle attacks during log upload from FortiAnalyzer to an SFTP server 

B. To prevent log modification or tampering 

C. To encrypt log communications 

D. To send an identical set of logs to a second logging server 

Correct Answer: AB 

To prevent the log in the store from being modified, you can add a log checksum by using the config system global
command. When the log is split, archived, and the log is uploaded (if the feature is enabled), you can configure the
FortiAnalyzer to log the log file hash value, timestamp, and authentication code. This can help defend against man-in-
the-middle attacks when uploading log transmission data from the FortiAnalyzer to the SFTP server. 

 

QUESTION 3

You are using RAID with a FortiAnalyzer that supports software RAID, and one of the hard disks on FortiAnalyzer has
failed. What is the recommended method to replace the disk? 

A. Shut down FortiAnalyzer and then replace the disk 

B. Downgrade your RAID level, replace the disk, and then upgrade your RAID level 

C. Clear all RAID alarms and replace the disk while FortiAnalyzer is still running 

D. Perform a hot swap 

Correct Answer: A 
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https://community.fortinet.com/t5/FortiAnalyzer/Technical-Note-How-to-swap-Hard-Disk-on- FortiAnalyzer/ta-
p/194997?externalID=FD41397#:~:text=If%20a%20hard%20disk%20on,process%20know
n%20as%20hot%20swapping 

 

QUESTION 4

By default, what happens when a log file reaches its maximum file size? 

A. FortiAnalyzer overwrites the log files. 

B. FortiAnalyzer stops logging. 

C. FortiAnalyzer rolls the active log by renaming the file. 

D. FortiAnalyzer forwards logs to syslog. 

Correct Answer: C 

 

QUESTION 5

What is the purpose of output variables? 

A. To store playbook execution statistics 

B. To use the output of the previous task as the input of the current task 

C. To display details of the connectors used by a playbook 

D. To save all the task settings when a playbook is exported 

Correct Answer: A 
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