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QUESTION 1

In the FortiAnalyzer FortiView, source and destination IP addresses from FortiGate devices are not resolving to a
hostname. 

How can you resolve the source and destination IP addresses, without introducing any additional performance impact to
FortiAnalyzer? 

A. Resolve IP addresses on a per-ADOM basis to reduce delay on FortiView while IPs resolve 

B. Configure # set resolve-ip enable in the system FortiView settings 

C. Configure local DNS servers on FortiAnalyzer 

D. Resolve IP addresses on FortiGate 

Correct Answer: D 

https://packetplant.com/fortigate-and-fortianalyzer-resolve-source-and-destination-ip/ 

"As a best practice, it is recommended to resolve IPs on the FortiGate end. This is because you get both 

source and destination, and it offloads the work from FortiAnalyzer. On FortiAnalyzer, this IP resolution 

does destination IPs only" 

 

QUESTION 2

Which two of the following must you configure on FortiAnalyzer to email a FortiAnalyzer report externally? (Choose
two.) 

A. Mail server 

B. Output profile 

C. SFTP server 

D. Report scheduling 

Correct Answer: AB 

Reference: https://docs.fortinet.com/document/fortianalyzer/6.0.2/administration- guide/598322/creatingoutput-profiles 

 

QUESTION 3

For proper log correlation between the logging devices and FortiAnalyzer, FortiAnalyzer and all registered devices
should: 

A. Use DNS 

B. Use host name resolution 
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C. Use real-time forwarding 

D. Use an NTP server 

Correct Answer: D 

 

 

QUESTION 4

On the RAID management page, the disk status is listed as Initializing. 

What does the status Initializing indicate about what the FortiAnalyzer is currently doing? 

A. FortiAnalyzer is ensuring that the parity data of a redundant drive is valid 

B. FortiAnalyzer is writing data to a newly added hard drive to restore it to an optimal state 

C. FortiAnalyzer is writing to all of its hard drives to make the array fault tolerant 

D. FortiAnalyzer is functioning normally 

Correct Answer: C 

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/4cb0dce6-dbef-11e9-89770050569
2583a/FortiAnalyzer-5.6.10-Administration-Guide.pdf (40) 

 

QUESTION 5

Which two methods are the most common methods to control and restrict administrative access on FortiAnalyzer?
(Choose two.) 

A. Virtual domains 

B. Administrative access profiles 

C. Trusted hosts 

D. Security Fabric 

Correct Answer: BC 

Reference: https://docs2.fortinet.com/document/fortianalyzer/6.0.0/administration-guide/219292/administrator-profiles
https://docs2.fortinet.com/document/fortianalyzer/6.0.0/administration-guide/581222/trusted-hosts 
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