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QUESTION 1

You are using RAID with a FortiAnalyzer that supports software RAID, and one of the hard disks on FortiAnalyzer has
failed. 

What is the recommended method to replace the disk? 

A. Shut down FortiAnalyzer and then replace the disk 

B. Downgrade your RAID level, replace the disk, and then upgrade your RAID level 

C. Clear all RAID alarms and replace the disk while FortiAnalyzer is still running 

D. Perform a hot swap 

Correct Answer: D 

Reference: https://www.fortinetguru.com/2016/04/system-settings/6/ 

 

QUESTION 2

What is the recommended method of expanding disk space on a FortiAnalyzer VM? 

A. From the VM host manager, add an additional virtual disk and use the #execute lvm extend command to expand the
storage 

B. From the VM host manager, expand the size of the existing virtual disk 

C. From the VM host manager, expand the size of the existing virtual disk and use the # execute format disk command
to reformat the disk 

D. From the VM host manager, add an additional virtual disk and rebuild your RAID array 

Correct Answer: A 

 

QUESTION 3

Which two of the following must you configure on FortiAnalyzer to email a FortiAnalyzer report externally? (Choose
two.) 

A. Mail server 

B. Output profile 

C. SFTP server 

D. Report scheduling 

Correct Answer: BC 

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/6d9f8fb5-6cf4-11e9-81a400505692
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583a/FortiAnalyzer-6.0.5-Administration-Guide.pdf (119) 

 

QUESTION 4

What is the purpose of a predefined template on the FortiAnalyzer? 

A. It can be edited and modified as required 

B. It specifies the report layout which contains predefined texts, charts, and macros 

C. It specifies report settings which contains time period, device selection, and schedule 

D. It contains predefined data to generate mock reports 

Correct Answer: B 

Reference: https://help.fortinet.com/fa/faz50hlp/56/5-6-2/
FMGFAZ/2300_Reports/0010_Predefined_reports.htm#:~:text=FortiAnalyzer%20includes%20a%
20number%20of,create%20and%2For%20build%20reports.andtext=A%20template%20populates%20the %
20Layout,that%20is%20to%20be%20created. 

 

QUESTION 5

In FortiAnalyzer\\'s FormView, source and destination IP addresses from FortiGate devices are not resolving to a
hostname. How can you resolve the source and destination IPs, without introducing any additional performance impact
to FortiAnalyzer? 

A. Configure local DNS servers on FortiAnalyzer 

B. Resolve IPs on FortiGate 

C. Configure # set resolve-ip enable in the system FortiView settings 

D. Resolve IPs on a per-ADOM basis to reduce delay on FortiView while IPs resolve 

Correct Answer: B 
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